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Abstract: The Internet of Things (IoT) has been evolving for more than a decade. Technological advancements have increased its
popularity, but concerns and risks related to IoT are growing considerably along with the increased number of connected devices.
In 2013, a new cryptography-based infrastructure called blockchain emerged with the potential to replace the existing cloud-based
infrastructure of IoT through decentralization. In this article, we provide a taxonomy of the challenges in the current IoT infra-
structure, and a literature survey with a taxonomy of the issues to expect in the future of the IoT after adopting blockchain as an
infrastructure. The two architectures are compared based on their strengths and weaknesses. Then a brief survey of ongoing key
research activities in blockchain is presented, which will have considerable impact on overcoming the challenges encountered in
the applicability of blockchain in IoT. Finally, considering the challenges and issues in both infrastructures and the latest research
activities, we propose a high-level hybrid IoT approach that uses the cloud, edge/fog, and blockchain together to avoid the limi-

tations of each infrastructure.
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1 Introduction

In considering the technologies of tomorrow, the
Internet of Things (IoT) comes readily to mind. After
1995, it was the Internet that began to revolutionize
several aspects of the modern world by digitizing
mailing, banking, education, government systems,
and business trends. Similarly, [oT has started to dig-
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itize everything around us, and it is expected that
there will be 20.4 billion connected devices by 2020
(van der Meulen, 2017). In this case, technology will
not discriminate by digitizing only a selected group of
things; instead, a ubiquitous technological revolution
will take place that connects everything to the Internet,
even an automatic electric popup toaster, which has,
in fact, not been upgraded since 1921 (Strite, 1920).
The advantage of 10T is its barrier-free communica-
tion, where heterogeneous elements can be monitored
and controlled remotely from any location. Currently,
several smart devices like smart fitness shoes, sur-
veillance cameras, home appliances to smart grids,
industrial equipment, and traffic systems are con-
nected and can be monitored or controlled remotely
(Sun et al., 2017). The cloud has played a large role in
providing such communication and the ability to
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communicate in a seamless fashion; the cloud has
been around for a long time, but started to gain pop-
ularity when Amazon first announced its elastic
computer cloud (EC2) in 2006 (Amazon, 2006).

In this article, we survey cloud- and blockchain-
based IoT (referred to herein as CB-IoT and BB-IoT,
respectively) to elucidate the underlying challenges
involved in making a robust and trustworthy IoT. In
the past couple of years, the cloud-based infrastruc-
ture of IoT has generated several debates which re-
main unresolved; these cover the losses and risks
incurred due to various types of attacks, security is-
sues, latency issues, energy ingestion, cost concerns,
lack of payment methods, and scalability. In response
to these challenges, huge effort has been made and
some remarkable changes were implemented, such as
IPv6 to improve scalability (Singh D et al., 2014) and
fog clouds to reduce the burden on the main cloud and
make computation power as local as possible (Cisco,
2015). Nevertheless, over time the risk of attack has
also increased, and issues of data leakage, privacy,
management, hardware upgrades, increasing number
of devices, requirements of high bandwidth, energy
consumption, unknown neighbor discovery, buffer
failures, energy drain of devices, authentication,
sinkholes, long communication paths, jamming,
handling big data, payments, and trusted transactions
persist because the cloud, as an intermediary itself, is
a bottleneck for all processes, and a single point of
failure (Granjal et al., 2015; Sicari et al., 2015; Wang
YF et al., 2015; Yi et al., 2015; Li DR et al., 2017,
Khan and Salah, 2018).

The purpose of the cloud data center in IoT was
simply to provide services to end users in four basic
service modes: public, private, community, and hy-
brid. However, the working paradigm has shifted and
a user now has to request services from third-party
providers such as cloud service providers (CSPs),
attribute authorities (AAs), and third-party auditors
(TPAs) (Singh I and Lee, 2018). In the current sce-
nario, cloud services are more powerful than a user,
and have more control over the user’s data, which has
led to several vulnerabilities such as cyberattacks and
misuse of information in recent years, and thus clouds,
CSPs, AAs, and TPAs are not considered to be relia-
ble and trusted entities (Hur and Noh, 2011; Li JW
etal., 2012; Singh I and Lee, 2018).

In the past few years, IoT has been running be-

hind its predictions, and according to some new
statements and literature surveys, there have been
several predictions for the year 2020 (Sagiroglu and
Sinanc, 2013; Juniper Research, 2015; Manral, 2015;
Garai et al., 2016; Kshetri, 2017a; Marinakis et al.,
2017; Moar, 2017; Qi et al., 2017; van der Meulen,
2017; Yang et al., 2017; Worldometer, 2018). Based
on our survey, Fig. 1 shows the picture today and
tomorrow for IoT, where the growth of IoT is pre-
dicted to be much more than what we have today; the
number of devices and the average number of sensors
per device will be almost twice what they are today
(Garai et al., 2016; Marinakis et al., 2017; van der
Meulen, 2017), and hardware and software updates
will be three times what they are today (Sagiroglu and
Sinanc, 2013). The data generated per year is accel-
erating much more rapidly, and by the year 2020, it is
expected to be four times more than today (Yang et al.,
2017), and it will eventually influence the bandwidth
requirements; thus, the bandwidth demand will also
increase by three times over today (Kshetri, 2017a).
The astounding figure though is the prediction of
losses and cyberattacks, which are predicted to be five
times more than today (Juniper Research, 2015;
Manral, 2015; Moar, 2017).

Recently, the launch of Bitcoin (a digital cryp-
tographic currency) has achieved huge success in
financial services technology with a remarkable
growth rate in just a couple of years; the popularity of
Bitcoin is because of its robust and unbreakable
consensus on the underlying algorithm called block-
chain (Kshetri, 2017a). Blockchain is based on a
cryptographic signature key with an open ledger of
transactions occurring in Bitcoin. The copy of the
open ledger, also known as a distributed ledger, is
shared among everyone in the network. Verification
of a transaction is accomplished by a consensus al-
gorithm such as proof-of-work (PoW). Breaking the
consensus by tampering or collision is an extremely
difficult or impossible task (Qi et al., 2017).

Nowadays, blockchain applications are not lim-
ited to financial services technology and digital
cryptocurrencies. The IoT industry is also motivated
to discover the potential of blockchain and several
academic and industrial research groups have taken
the initiative of adopting blockchain as a core tech-
nology. In September 2017, SAP with nine other
companies announced they were making blockchain
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2016-2018

2020

400 billion US$ loss due to cyber attack

1.8-2 trillion US$ loss due to cyber attack

300 Mb/s network bandwidth

1000 times more network bandwidth

10 000 exabytes of data generated every year

40 000 exabytes of data generated every year

8.5 billion devices’ software and hardware updates

20.4 billion devices’ software and hardware updates

Internet of Things today

6 sensors per device

12+ sensors per device

Internet of Things tomorrow

1.11 devices per person

2.56 devices per person

7.6 billion world population

7.8 billion world population

Fig. 1 IoT today and tomorrow

an integral part of IoT (SAP, 2017). IBM provides
blockchain-based tracking for high-value items across
their supply chain (https://www.ibm.com/supply-
chain); the IBM Watson IoT platform provides the
infrastructure of distributed peers that works to vali-
date the transaction that has taken place by secure
contracts  (https://www.ibm.com/internet-of-things/
trending/blockchain). Other startups have the goals of
using blockchain to improve trust in the supply chain
and creating business models to eliminate the need of
an intermediary (Kshetri, 2017a); these include a
filament initiated blockchain-based autonomous
mesh network to control water flow and waste over an
agricultural field called wireless sensor devices or
taps (Kshetri, 2017a). Another group of large com-
panies initiated a collaborative group effort to explore
the potential of blockchain for IoT devices, applica-
tions, and networks (Brown, 2017). Blockchain has
evolved with many good features resolving the issues
of CB-IoT via a secure, transparent, and trusted in-
frastructure (Khan and Salah, 2018). It also has the
potential to reduce or eliminate other issues such as a
single point of failure and a central processing loca-
tion that acts as a bottleneck. Because blockchain is
now merging with IoT, it also has several new open
research challenges, such as privacy (because of its
transparency in nature) and latency (because of the
time-consuming verification of transactions), flexi-
bility in adopting new changes, and single security
solution (cryptographic signature).

In this article, we review both architectures from
an IoT perspective, and study the issues referenced in
the literature; we will also discuss the recent research
efforts to solve these problems and issues, and finally
propose a reference architecture as a solution, which
may be one of the possible solutions to resolve the
existing issues in future research. Our main contribu-
tions can be summarized as follows: (1) cloud-based
IoT: a taxonomy of issues; (2) blockchain-based IoT:
a taxonomy of issues; (3) directions to pursue to
overcome these challenges; (4) current key research
projects; (5) possible solutions as a way forward.

2 Literature survey
2.1 Cloud-based Internet of Things (CB-IoT)
2.1.1 Overview and advantages of CB-IoT

Cloud computing or the “cloud,” provides a
tremendous amount of computational and storage
resources with a virtualization-enabled environment,
where any application or request can be processed
using an infinite number of processors in a cloud
center. In a nutshell, the cloud has evolved to facilitate
the ability of devices to have low power, low com-
putation, and small storage; because IoT devices are
small with limited computational, storage, and battery
power, the devices avail themselves of services from a
third-party cloud to complete their tasks effortlessly
(Formisano et al., 2015). The cloud infrastructure has
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several advantages including pay-as-you go (PAYG),
with no concerns for infrastructure, capacity, and
computing resources, and an easier deployment of
applications (Armbrust et al., 2010). The cloud plat-
form has several types of services to offer, with the
key services being software-as-a-service (SaaS),
platform-as-a-service (PaaS), and infrastructure-as-a-
service (IaaS). In service module SaaS, the multiple
instances of applications are delivered to support the
large base of customers simultaneously; these are also
referred to as application service providers (ASPs)
(Aulbach et al., 2008), and examples of SaaS are
Google Apps, Microsoft Office 365, and GT Nexus.
PaaS offers developers a readily available environ-
ment to develop applications, and it provides a com-
plete and updated platform to develop, test, and de-
ploy the created applications over the cloud in a
matter of minutes (Rimal et al., 2009), examples of
this type of service being AWS Elastic Beanstalk,
Cloud Foundry, Google AppEngine, and Orange-
Scape. laaS provides computing, storage, and data-
base services as provisioned resources; it allows the
scaling of computing and storage in real time on a per-
usage basis (Rimal et al., 2009); examples of laaS are
Amazon Elastic Compute Cloud, Dyn DNS, HP
Cloud Service, iland, and Joyent.

After the evolution of cost-effective sensor-
based processor systems empowered with commu-
nication technologies emerged, the new technological
revolution of the [oT came into existence (Ray, 2016).

IoT aims to provide direct machine-to-machine
communication and bring these online over the In-
ternet to become autonomous, intelligent, and self-
organizing devices (Whitmore et al., 2015). Currently,
IoT is gaining tremendous interest from business,
government, medicine and healthcare, agriculture,
mobile network providers, equipment vendors, device
manufacturers, and research agencies (Qian and
Zhang, 2010; Zhao JC et al., 2010; Foschini et al.,
2011; Zhao W et al., 2011). To enable smooth in-
teroperability between devices, the cloud infrastruc-
ture provides services as a middleware IoT platform
over the Internet. There are several cloud platform
service providers such as Amazon Web Services
(AWS), GE Predix, Google Cloud IoT, Microsoft
Azure IoT Suite, IBM Watson, and Salesforce IoT
Cloud, which are considered the most reputable (Ning
and Liu, 2015; Jagdeep and Meghna, 2017).

2.1.2 Limitations of CB-IoT

Besides its advantages, in the past decade the
cloud infrastructure has also been singled out for a
number of issues (Aazam et al., 2014). There are four
basic building blocks in the existing IoT: things,
gateways, network, and the cloud (Banafa, 2017). We
consider the network and gateways to be part of the
network infrastructure and present the underlying
issues on the three other layers of CB-IoT, which are
things, network infrastructure, and cloud infrastruc-
ture (Fig. 2).

Typical cloud-based Internet of Things
architecture

Underlying issues

Cloud
infrastructure

Risk of attacks, large data pool, single point of failure, increasing

number of attacks, increasing number of devices, data sharing policies,
data leakage, privacy, management, hardware and software upgradation,
and energy consumption

Network
infrastructure

| Wide spread network, bandwidth requirements, fault tolerance,

| maintenance, packet fragmentation and reconstruction, unknown
-— | neighbor discovery, buffer attacks, authentication, RPL routing,

| sinkholes, and overhead of datagram transport level security (DTLS)

Things

Ll

| Billions of devices, long way communication, latency, huge amount

| of data generated every day, jamming, energy draining, unauthorized
| access & control, lack of standards for data generated, overhead of

| IPV6 protocol stack, buffer overflow, lack of billing methods and trust

Fig. 2 Issues in a typical cloud-based IoT
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Each layer has a number of issues related to
historical losses, risks in the future, fear of attack,
failure of timely responses, security issues between
things and the cloud and within the cloud, data leaks,
scalability, power consumption, responses and la-
tency involved in real-time and non-real-time systems,
cost, bandwidth, maintenance, trust, transactions, and
billing. In this paper we present a taxonomy of issues
in CB-IoT (Fig. 3) to categorically define the issues in
the cloud infrastructure.

Securit Issues residing in each layer
Y of the loT architecture
Data leaks
Privacy
Lack of trust
Losses & risks Large |mpa9t of attacks due to
the centralized architecture
Power-consuming
IPv6 stack
— Scalability
Address space
|_
o
e .
9 Bandwidth
© e
2
133 Latency Geographical locations
()
Response to real-time and
. non-real-time requests
Energy Huge data centers
consumption
Power ingestion
Maintenance
Cost
Upgradation
Transactions between
knowns and unknowns
Payment
methods Billing

Fig. 3 Taxonomy of issues in cloud-based Internet of
Things (CB-IoT)

1. Security

Security is foremost of all the issues in the cur-
rent loT. We generally categorize security issues ac-
cording to the four layers of the IoT architecture,
namely the perception layer, transport layer, service
layer, and application layer. The literature on security
issues of the cloud infrastructure is available for dif-
ferent viewpoints, such as security issues on the three
tier IoT architecture, security issues in preserving
privacy, trust management, data security, network
security, and issues raised by intrusion at middleware

(Granjal et al., 2015; Sicari et al., 2015; Wang YF
et al., 2015; Yi et al., 2015; Khan and Salah, 2018).
We define the underlying issues for architecture-level
security, which considers not only the three layers but
also keeps track of the “service layer” security issues
that reside in the clouds and create opportunities for
vulnerabilities such as multiple distributed-denial-of-
service (DDoS) attacks in the case of Dyn, as dis-
cussed in the next section on losses and risks.

Perception layer: This layer is concerned with
sensor- and actuator-level security (physical objects),
from which a bad configuration can be initiated to
communicate with the aim of misleading the user
about the functionalities of IoT; there is also a lack of
a standard format for data generation. The security
threats at the perception layer can be jamming, energy
drains, unauthorized access and control mechanisms,
and Sybil attacks (Noubir and Lin, 2003; Xu et al.,
2005; Chen et al., 2007; Xiao et al., 2009; Bhattasali
and Chaki, 2011; Hong et al., 2013; Chae et al., 2014;
Khan and Salah, 2018; Wang WB and Fan, 2018).

Transport layer: This layer is concerned with
end-to-end transportation. It may suffer from frag-
mentation of packets, unverified neighbor inclusion
in the network, reserve memory attacks by repeatedly
sending garbage packets, depletion of resources,
overhead of datagram transport level security (DTLS),
and malicious nodes controlling the network. Threats
like duplication, unknown neighbor discovery, buffer
attacks, authentication, RPL (routing protocol for
low-power and lossy networks) routing, and sink-
holes are common flaws at the transport layer (Kim,
2008; Riaz et al., 2009; Brachmann et al., 2011; Dvir
et al., 2011; Weekly and Pister, 2012; Granjal et al.,
2013a; Hummen et al., 2013; Mabhalle et al., 2013;
Ahmed and Ko, 2016; Khan and Salah, 2018).

Service layer: This layer is concerned with ser-
vices. Cloud-level security issues include server at-
tacks, authenticated and authorized access, architec-
ture of the cloud, data leakage, delay, location, data
sharing policy, encryption, and increasing load. This
may lead to threats like DoS (denial of service or
distributed denial of service) attacks, access control,
data vulnerabilities during processing and internal
transmission, encapsulation, volume, velocity, and
veracity (Soubra, 2012; Singh J et al., 2016; Henze
etal., 2017; Zhou et al., 2017).
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Application layer: This layer is concerned with
the device application. Interfaces such as web, mobile,
and machines are vulnerable and can have large im-
pact on privacy, as well as software and firmware
updates. Problems including multicast support in
CoAP with IoT, interfacing, application and firmware
updates, and communication in diverse environments
are persistent (Conzon et al., 2012; Sethi et al., 2012;
Granjal et al., 2013b; Liu et al., 2014; Khan and Salah,
2018).

2. Privacy

Confidentiality of data is important and is one of
the main reasons for the lack of trust in cloud envi-
ronments (Li DR et al., 2017). Due to a history of data
leaks, privacy concerns have had a serious impact on
the cloud in recent years, especially due to the lack of
privacy protection and authentication mechanisms
(Stergiou et al., 2018). Cloud storage and processing
are usually spread over multiple locations, which
results in privacy leaks. In mobile applications, there
are several nefarious ways to collect personal data,
including contacts, media, hobbies, and locations,
which are common threats now for normal users
(Mollah et al., 2017).

3. Losses and risks

0T is all about a huge number of devices that are
tiny, simple, and inexpensive with little processing
and small operating systems, and thus they cannot
afford to have sophisticated security approaches. On
21% October 2016, a multiple DDoS attack hits pop-
ular services like Twitter, Netflix, New York Times,
and PayPal across the United States by targeting the
domain name system (DNS) provider Dyn (Hilton,
2016). The current IoT model is a centralized broker
communication one, also known as a client/server
model, where the cloud works as a server and pro-
vides intermediary services for authentication and
identification of devices. Each communication carries
through all of the levels of the CB-IoT infrastructure
as shown in Fig. 2, even if the devices are only a few
feet distant from each other. With the massive growth
in IoT devices, a centralized cloud service will remain
a bottleneck and point of failure that can disrupt an
entire [oT communication network (Banafa, 2017).

It is unavoidable that with the emergence of 10T,
new vulnerable entry points would also emerge, and
as the number of connected devices increases, new
cyber threats will also arise. Ingra Beale, Chief Ex-

ecutive Officer of Lloyd’s, a British insurance com-
pany specializing in mitigating risk, states that
“Lloyd’s estimates that cyber-attacks cost the busi-
ness as much as 400 billion US dollars a year”
(Manral, 2015). Juniper predicts that business losses
due to cybercrime will grow every year, and it will be
over 2 trillion US dollars by 2021 (Juniper Research,
2015; Moar, 2017). Thus, not only cost but also the
risks to privacy are issues that are a large constraint in
the evolution of [oT.

4. Scalability

The increasing numbers of sensors and actuators
in different sectors of the industrial deployment of
IoT have affected the challenge of scalability; thus,
industry and cloud hosting services are interested in
scalable solutions for upcoming Internet technologies
(Bellavista and Zanni, 2016). The issues related to the
address space are the main concerns in producing
scalable solutions for IoT. IPv6 is considered a key
enabler technology for address space issues. It is a
16-byte address space with 2'** (about 3.4x10°%) ad-
dresses (Singh D et al., 2014). Yet, IoT applications
are small in memory and computation power, so
running them over IPv6 requires confirmation of
device communication on the IEEE 802.154 stand-
ards, in which packet fragmentation is carried out
(Hummen et al., 2013). The reconstruction of packet
fragments on 6LoWPAN may give rise to issues like
depletion of resources, buffer overflow, and even
device restarts (Kim, 2008).

5. Latency

Faster response is the key requirement in several
critical fields of IoT such as smart cities, autonomous
vehicles, traffic management, and e-healthcare, as
they are considered real-time systems. These systems
are time critical and should be able to react rapidly.
However, the convergence of the cloud in IoT has
raised latency issues due to three main reasons: first,
there are an increasing number of connected devices;
second, there is distribution of nodes across wide-
spread geographical locations; third, there is limited
bandwidth. It is due to these limitations that the cloud
is considered a bottleneck. The cause of the issues is
the long distance of the communication, and the
scheduling and processing of the incoming stream
from different locations (Bonomi et al., 2012). Ac-
cording to one survey, the number of connected
devices is going to be 20.4 billion by 2020 (van der
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Meulen, 2017), Furthermore, 10 000 exabytes of
digital data were generated in the year 2015, and the
explosion of data generated is expected to be even
greater in 2020, and according to the literature, it is
going to surpass 40 000 exabytes of digital data by
2020 (Yang et al., 2017). Thus, centralized IoT or
CB-IoT is not sufficiently capable of meeting the
needs of the upcoming tsunami of IoT, where every
bit on earth desires a response in real time.

6. Energy consumption

The high energy ingestion of huge data centers is
a big research challenge: cloud data centers consume
high amounts of electricity and leave a carbon foot-
print in the ecosystem, making data centers respon-
sible for 2% of the overall global CO, emissions in
the environment (Khosravi and Buyya, 2018). There
have been several research projects working to reduce
this energy consumption, including the GreenSlot
Scheduler which works on a prediction algorithm that
suspends batch jobs in the absence of solar energy
(Goiri et al., 2011a). The free lunch architecture mi-
grates virtual machines (VMs) from one data center to
another with minimal downtime. This migration is
done to minimize the cost of electric power using a
site that is already working on renewable energy
(Akoush et al., 2011). Data center intelligent place-
ment is used to select the best location for data centers
(Goiri et al., 2011b). Several other projects have been
proposed in the last decade (Khosravi and Buyya,
2018), but high energy consumption is still one of the
big challenges of a cloud-based infrastructure.

7. Cost

Handling the growth of IoT is also a big chal-
lenge: 1000 times more network bandwidth will be
required to support the technological revolution by
the year 2020 (Kshetri, 2017a). In an ever-expanding
digital world, from the manufacturer’s point of view,
high maintenance costs, frequent software and hard-
ware updates for billions of devices, and security
concerns are the most costly segments of a centralized
model. From the consumer’s point of view, the de-
mand is for inexpensive solutions, faster response,
trust, and security through transparency (Christidis
and Devetsikiotis, 2016).

8. Payments and billing

Imagining IoT without a digitally integrated
payment system would be to envision an unfinished
model in the current technological era. To the best of

our knowledge, IoT lacks billing methods; while a
few types of micropayment methods have been pro-
posed, unfortunately none of them fit the needs of [oT
well (Wilusz and Rykowski, 2013). Well-known mi-
cropayment systems are Amazon flexible payment
service and GeldKarte (Stormer and Meier, 2012), but
these systems are prepaid types of payment systems,
and are limited to aggregating multiple payments into
a single payment, where micropayments are merged
and paid as a single macropayment (Wilusz and
Rykowski, 2013). This solution is not suitable in an
IoT environment because of two reasons: first, shop-
ping trends can be irregular and incidental; second, in
a centralized payment system, keeping track of where
service providers or an intermediary stores each
transaction leads to a system that can never be trusted
to carry out financial transactions (Sherif, 2016).

2.2 Blockchain-based Internet of Things (BB-IoT)

Blockchain is a digital ledger technology, first
introduced by Satoshi Nakamoto in 2008 (Nakamoto,
2008), who later in 2009 presented its implementation
as the underlying engine of Bitcoin, the first digital
currency. Bitcoin is a crypto/digital currency based on
a peer-to-peer network of nodes. In Bitcoin, financial
transactions of digital currency take place directly
(one-to-one) using the cryptographic signature as an
identifier without an intermediary like an admin
(bank, agent, or any central repository) (Nakamoto,
2008; Brito and Castillo, 2013; Yao, 2018). In the last
10 years, blockchain has proven to be the only robust
architecture for a distributed system that has never
been hacked or faced any downtime (Wang J et al.,
2017). Since then, several digital currencies have
been launched subsequently, among which Ether,
Litecoin, Nxt, Ripple, and Peercoin are only a few
(Nakano, 2018). The scope of blockchain is not lim-
ited to digital currencies; in fact, it is receiving a great
deal of attention in several other fields, as provided in
a scoping survey of blockchain showing that it has
also been applied to revolutionize several different
fields like medicine, software engineering, IoT, and
many others (LiY et al., 2018).

2.2.1 Technical overview of blockchain

In blockchain, a block is a container data struc-
ture that assembles the transactions from the entire
network for a limited size within a limited time frame.
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Blockchain can be considered a linked list type of
data structure where each block has a hash pointer
pointing to the previous block except the genesis
block, which is the first block in the chain with no
previous reference (Bahga and Madisetti, 2016). Each
block contains metadata, the hash of the block, hash
of the previous block, timestamp, and nonce (Fig. 4).
Every new block is signed with a time consuming
cryptographic hash signature, which is solved by the
mining operation. If the mining process goes suc-
cessful and a new block qualifies to find the exact
nonce, then the data block is broadcasted over to the
network and a copy is added to the local chain of the
miner; however, it is ignored if getting failed. In
mining a block, the use of the hash signature is to
verify and validate the digest of inherited information
by reproducing the nonce. The difficulty of the min-
ing operation for reproducing the nonce therefore lies
in maintaining the time interval in between the block
generation process; in case of Bitcoin, it is revised
every two weeks to maintain an interval of 10 min
(Memon et al., 2019a). However, the nonce itself is
challenge of an arbitrary number called “number used
once” or “number once,” which is used with the
timestamp to add another level of difficulty. Also,
note that in digital currencies, the chances of double
spending (an issue with the banking sector) are
eliminated by use of timestamp (Nakamoto, 2008).

2.2.2 Distributed consensus algorithms

The consensus algorithm is used to reach a de-
cision to add a new block to the distributed ledger, and
there are several variations of consensus algorithms,
but they all fall into two categories, proof-of-work
(PoW) and proof-of-stake (PoS). PoW was first given
by Castro and Liskov (2002). Later, it was proposed
to eliminate the double spending problem from

Genesis block

the backbone of blockchain, where a distributed
consensus protocol reaches an agreement by mining,
which involves the majority of honest nodes (51% of
nodes from the whole network) (Bahga and Madisetti,
2016); there are miners in the network who resolve
the complex mathematical puzzles and come to a
consensus. Miners are nodes in the network who
compete for performing the complex calculations
faster; the one that wins receives some incentives to
perform that task; the produced block is then verified
by other miners for validity (Bahga and Madisetti,
2016). PoW has some well-known issues, including
high energy consumption and a need for high com-
putation power; thus, only a number of selected nodes
with high computation power can participate in the
mining process. These limitations eventually lead to a
decrease in the number of miners and also a decrease
of the difficulty level of mathematical computation of
the system, so the idea of decentralization moves in
the opposite direction of that scenario (Thakur, 2017).

In contrast, there is PoS, where instead of racing
through the mining job to win the reward, a miner is
chosen randomly from the mining pool to solve the
mathematical puzzle. If mining is effective, the miner
obtains a reward for the stake, and if it fails, another
miner is chosen from the pool (Seibold and Samman,
2016). The main advantages of PoS are that it has a
simple mathematical puzzle, requires less energy and
less computation, and is more decentralized to beat
the 51% chance of attack (Seibold and Samman,
2016).

Considering the crypto-secure, transparent, and
distributed ledger properties of blockchain, it has
begun to gain popularity in the IoT industry as a po-
tential candidate technology to further strengthen IoT
from the threats of the future. The Trusted IoT Alli-
ance, a consortium of companies like IBM Watson,
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Samsung, Cisco, Bosch, BNY Mellon, Foxconn,
Gemalto, bitSE, Chronicled, Ledger, Consensys
(Consensus Systems), IOTA, and many others, is
heavily investing in blockchain to build an IoT eco-
system that will be secure, interoperable, and scalable
with the ability to make fearless transactions of tril-
lions of dollars (https://www.iiconsortium.org/;
Kshetri, 2017b). Some startups like Slock.it, FILA-
MENT, CHRONICLED, and Ambisafe are also pro-
gressing towards the same goal (Brown, 2017;
https://www.ambisafe.co/; https://slock.it/). On the
other hand, two notable distributed ledger technology
(DLT) frameworks, Ethereum and Hyperledger Fab-
ric, have come into play to strengthen blockchain in
multiple fields of IoT (Underwood, 2016).

2.2.3 Blockchain-based frameworks

Ethereum was designed by Buterin (2013) and it
is an open-source blockchain-based framework to be
used with the help of smart contracts for building
decentralized applications, also known as DApps for
creating peer-to-peer exchanges (Warren and Ban-
deali, 2017); currently, it supports 10 000 contracts,
which are worth million dollar coins called ETHs
(Luu et al., 2016a; Lin and Liao, 2017; Warren and
Bandeali, 2017). Performing financial transactions is
only one application of Ethereum,; it also opens up the
power of blockchain to beyond transferring money.
Ethereum has a grand vision to become a shared
“World Computer” by combining millions of ac-
counts (Dhillon et al., 2017). As in blockchain, in-
stead of using PoW, Ethereum uses PoS to perform
the mining work, which increases the efficiency of the
blockchain (Lin and Liao, 2017).

The smart contract used by Ethereum as its
building block was initially introduced by Nick Szabo
in 1996 as a protocol for ecommerce to sign an elec-
tronic contract among strangers (Szabo, 1996). A
smart contract is a logical decentralized program
running on an Ethereum virtual machine (EVM),
which is a runtime environment for smart contracts.
The Ethereum smart contract is written in a high-level
language called Solidity, and the written contract code
compiles in EVM to generate bytecode, which then
runs on an Ethereum client (Dhillon et al., 2017).
Unlike transactions in blockchain, Ethereum Smart
Contracts are more flexible in nature in terms of
dealing with objects, subjects, actions, and conditions

to perform the desired transfer of ownership
(Drescher, 2017).

Another framework came into play in the year
2015 by Linux Foundation called Hyperledger Fabric
(https://www.hyperledger.org/). Unlike the previous
implementations of blockchain, Hyperledger does not
have any kind of digital currency; it is an open-source
project for supporting cross-industry blockchain-
based distributed ledger frameworks. Hyperledger
Fabric is one of the implementations of the Hyper-
ledger project (github.com/hyperledger/fabric) for
running smart contracts and other familiar and proven
technologies with pluggable modules in the form of
functions (Cachin, 2016).

2.2.4 Limitations of BB-IoT

Blockchain is a highly technical and sophisti-
cated creation with a natural flow, but there is no
perfect system that does not have limitations and
challenges. While blockchain provides many attrac-
tive features, it has also several problems. Fig. 5
shows the issues in blockchain.

There are some important points that need to be
evaluated before implementing BB-1oT. These points
are related to things, services, and the user; things are
the devices containing sensors and actuators to mon-
itor the real world, services are related to security,
efficiency, network architecture, and upgrades and
amendments to underlying systems. Finally, the user
relates to faster response with minimized latency and
no down time. The expected issues in BB-IoT can be
categorically divided into several areas such as secu-
rity, privacy, scalability, latency and energy con-
sumption, and flexibility. Fig. 6 shows the proposed
taxonomy of issues in BB-IoT.

1. Security

In blockchain, the only security measure is the
cryptographic signature (known as a hash key). The
hash key, which is used in blockchain, is considered
to be a powerful security measure, but losing that
signature by means of data leak or theft can lead to a
severe security breach. There are several other pos-
sible issues related to the security perspective of
blockchain, such as if a group has 51% computing
power, then it can find the nonce (solution of the
mathematical puzzle) faster than everyone else, and
this kind of attack is known as a majority attack (or
51% attack) (Courtois and Bahack, 2014; Eyal and
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Fig. 6 Taxonomy of issues and concerns in blockchain-
based Internet of Things (BB-10T)

Sirer, 2018). Another issue is the forking problem,
which is a problem of agreement on the software
upgrade (compatibility issue); forks also occur in
centralized systems, but with decentralized systems,
forks are trickier to deal with. In the case of block-
chain, a fork will not activate until it has upgraded the
majority of nodes. There are two types of forks: hard
fork and soft fork. A hard fork is the incompatibility
of old nodes with new version or agreement rules, so
the old chain does not accept it, and it is divided into
two independently working chains. A soft fork is the
incompatibility of new nodes with the version or
agreement rules of the old node, and thus they

based [oT, and one very good framework proposed in
Dorri et al. (2017a) is called the lightweight secure
blockchain (LSB) for IoT. In LSB the devices in a
smart home use a private immutable ledger (IL) of
local communications, and thus it is a small-scale
blockchain managed by the smart home edge device
(a miner), which can help improve privacy in the
network.

3. Scalability

As discussed in CB-IoT, the address space is a
big concern for industries involved in IoT, and that
issue does not exist in blockchain (Khan and Salah,
2018). However, in Bitcoin, recently the response
time and issues of managing big networks and per-
forming mining operations for various nodes have
been considered poor (Memon et al., 2019a, 2019b).
There are two main causes of this issue: throughput
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(rate to process transactions) and latency (time taken
for a transaction to be inserted in the blockchain)
(Bano et al.,, 2017b). Because mining itself is a
time-consuming process, the unconfirmed transac-
tions are being pooled and waiting for a long time
(Bano et al., 2017a). Scaling the blockchain-based
distributed network for large-scale applications may
very well create new challenges.

4. Latency and energy

The latency of any operation can be measured by
factors like computational effort and the overall time
taken to respond to a request, while the energy con-
sumption is the power consumed during performing a
task by a system. PoW is considered to be a time- and
energy-consuming operation, which is why it takes
place in an interval of 10 min (Gervais et al., 2016).
Because each transaction stored on a blockchain has a
high validation cost, each consequently has an ex-
tremely low throughput and high latency (Gaetani et
al., 2017). Because processing time depends on the
complexity of the hash code puzzle, this ultimately
affects the above factors and results in a delayed re-
sponse system.

5. Flexibility

Blockchain is a very complex construct with a
sophisticated set of protocols. Therefore, any
amendment in the ecosystem will be a challenging job
because it may lead to multiple forks. Once deployed,
there is a lack of options to upgrade the underlying
mechanism of the blockchain, or if upgraded, the
mining process may become affected because of the
multiple chains of transaction (Lin and Liao, 2017).

Table 1 presents a summary and comparison of
these two technologies. Although the cloud technol-
ogy in IoT is quite well explored and is mature at this
time, and blockchain is very young and immature, the
comparison is conducted equally based on the litera-
ture available to date. Table 1 compiles all the issues
of both architectures discussed earlier, and opinion is
provided in the form of comments about which one
might have the potential to address a particular
challenge.

The issues of security, privacy, and losses are
very serious with regard to the cloud; on the other
hand, blockchain is very reliable in terms of security,
privacy, and historical losses. However, a concern that
may be worth noting is that blockchain has only one

security measure, which is its cryptographic signature,
or maybe the mining process to validate the transac-
tion can be considered another security measure.
However, some issues may be encountered in the
future with the growth of the blockchain network,
including the 51% attacks and forking as discussed
earlier. The scalability and flexibility issues of
blockchain have some limitations such as the
throughput and latency of the overall communication
due to the complexity of the mining process. Fur-
thermore, the latency issue with both architectures is
very critical. The energy consumption of the data
center is much higher than in blockchain, but in
blockchain, latency and energy consumption are in-
terrelated, so if the complexity of mining is reduced
and the miner is moved to the access level in the form
of a private blockchain, then the latency and energy
consumption problems can be solved.

The cloud in comparison to blockchain is a very
costly solution. Establishing huge data centers,
maintenance and other expenses mean that it is a very
expensive approach. Blockchain is cost-effective in
regular tasks, but expensive in industrial or business
processing, while the cloud for business processing is
much cheaper. If regular communication is executed
at the device level over a blockchain network and
business processes are accomplished using cloud data
centers, the issue of cost can be addressed. Finally,
with regard to payment methods, because digital
currency has already started to revolutionize the
overall economy, it can be said that blockchain is very
well established compared to the cloud in the area of
payment methods.

From Table 1, we can see that blockchain has the
potential to provide security and protect against losses
and risks, and also helps preserve privacy. Blockchain
also has very robust payment methods available,
while the cloud has advantages in scaling the network
and combating the forking issues of blockchain. Thus,
a fusion of these two approaches could solve the is-
sues with each architecture. However, the issues of
scalability, flexibility, latency, cost concerns, and
energy consumption require more attention from the
research community. In the next section we will first
discuss ongoing research projects to solve the issues
addressed in Table 1, and then present a hybrid-IoT
architecture as one possible solution.
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Table 1 Summary of issues in CB-1oT and BB-IoT

Issues in both

. Cloud-based IoT Blockchain-based [oT Comments
architectures
Security The cloud has multiple security Blockchain depends only on its Blockchain is very secure and
measures, but is still insecure and cryptographic signature (Cour- shows no evidence of issues,
has been found to have a number of tois and Bahack, 2014; Eyal but two major concerns can
issues in recent years (Granjal et al., et al., 2015). It is considered to be found in the literature, i.c.,
2015; Sicari et al., 2015; Wang YF be tamperproof because of the the 51% attack issue and the
etal., 2015; Yi et al., 2015; Khan cryptographic signature, which forking issue.
and Salah, 2018). is unique for each block, and also
because of the validation of the
consensus algorithm (Kshetri,
2017b).
Privacy There are several solutions for priva-  Transparency and openness are Improvements have been pro-

¢y, but issues such as financial risks
and losses as estimated by Lloyd’s
may cross 400 billion US$ in
coming years, and availability of
data centers over different locations
may increase the chance of data
leaks, which develops the lack of
trust in centralized approaches
(Soubra, 2012; Singh J et al., 2016;
Henze et al., 2017; Mollah et al.,
2017; Zhou et al., 2017; Stergiou
etal., 2018).

Losses and  This approach has a history of huge

risks financial losses and data leaks due

to third-party involvement, and it is
expected that this will grow with
time (Juniper Research, 2015;
Manral, 2015; Hilton, 2016;
Moar, 2017).

Scalability =~ The IPv6 protocol stack has a huge
overhead at the individual device
level; address space is also a big
concern for industry (Kim, 2008;
Singh D et al., 2014; Bellavista
and Zanni, 2016).

Latency Request and response time is very
high and also depends on several
factors such as speed of the network
and the geographical location
(Bonomi et al., 2012; Yang et al.,
2017). One good solution intro-
duced by Cisco is fog computing,
which brings computing, commu-
nication, and processing close to
the user (Almadhoun et al., 2018).
The fog is discussed further later
in Section 3.

building blocks of blockchain.
Thus, privacy may also be con-
sidered an issue with this ap-
proach (Kshetri, 2017b; Ourad
et al., 2018).

Since its inception, the blockchain
core algorithm has had no his-
tory of attacks that breached the
security of the network (Kshetri,
2017a).

The overhead for GUID is much
less than that for IPv6; also, it
provides 4.3 billion more ad-
dress space than IPv6 (Khan and
Salah, 2018). However, scaling
the blockchain to be as huge as
the Internet is a challenge, be-
cause throughput and latency
will become very high (Bano
etal., 2017a).

Mining is a heavyweight and
time-intensive process when
solving the mathematical puzzle
(PoW) in peers over a block-
chain network (Dorri et al.,
2017a).

posed to strengthen privacy
in blockchain, the private and
consortium blockchain with
an immutable ledger (Dorri
et al., 2017a), as discussed in
Section 3.

Blockchain is very robust due to
its consensus algorithm and
hash key to protect against
losses and maintain trust.

The cloud approach is capable
of efficiently managing a
network spread over a wide
geographical location.

Both approaches have chal-
lenges with latency. An
in-between approach could
be obtained to solve the la-
tency issue. Local miners at
the access level could be
considered a potential solu-
tion (Dorri et al., 2017b).

To be continued
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Table 1

Issue_s in both Cloud-based IoT Blockchain-based IoT Comments

architectures

Energy Huge data centers are ingesting The mining process is considered to A cloud data center has a big impact
consumption high amounts of energy, and be inefficient in terms of energy on the environment; therefore,

this is increasing day by day consumption (Dorri et al., 2017b; blockchain deployed with local
with an increased number of Lin and Liao, 2017). miners at the access level could
connected devices and ap- be a solution to this problem.
plications (Shveta and Pan-
dey, 2014; Hameed et al.,
2016).

Cost This approach is a very costly  In terms of bandwidth consumption, A private distributed network with
solution in terms of band- maintenance, and upgrade costs, blockchain can be efficient in
width, maintenance, and blockchain is a more feasible so- handling common requests and
updating of hardware and lution than the cloud. However, the responses, e.g., scheduling a
software (Shveta and cost of business process execution washing machine, paying bills,
Pandey, 2014). is twice that of the cloud (Rimba and obtaining a shopping list, but

etal., 2017). heavy industrial processing can
be conducted over the cloud.
Payment This approach is very limited ~ Bitcoin is already a very popular Undoubtedly, digital currency is the
in the methods of payments, example of digital currency future currency; it may be
and the available modes of (Underwood, 2016; Drescher, Bitcoin or something else.
payment are rarely used 2017). Alternatively, there are
(Stormer and Meier, 2012; several other choices for crypto-
Wilusz and Rykowski, currencies based on the DLT of
2013). blockchain, including Ether, Lite-
coin, Nxt, Ripple, and Peercoin
(Buterin, 2013; Nakano, 2018).
Flexibility =~ Forking with a centralized Dealing with forks in a decentralized The cloud, due to its centralized

system is much easier to deal
with (Lin and Liao, 2017).

system is difficult. In blockchain,
hard and soft forks may degrade
the rating of a miner (Lin and Liao,

architecture, can efficiently han-
dle synchronizing upgrades sim-
ultaneously across all nodes to

2017).

deal with different types of forks.

3 Way forward

It is evident that researchers are paying consid-
erable attention to solving the problems encountered
in both architectures, but a heuristic approach for
overcoming the maximum number of challenges is
required. The possible solution to those problems can
be the combination of these two architectures. Based
on the survey conducted in Section 2, we can say that
a hybrid-IoT architecture is tomorrow’s technology.
There may be a conflict of opinion on the working
paradigms, but it is certain that the upcoming IoT
architecture will be some sort of hybrid approach. In
this section we will discuss the ongoing research
activities and some key projects to overcome the
challenges, and later propose a possible hybrid ap-
proach as a way forward to overcome the challenges.
It could be one of the possible solutions to the existing
issues with both architectures.

3.1 Recent research projects

As we can see from Table 1, the security and
privacy issues with the cloud are very serious, while
blockchain, on the other hand, has proven to be the
most secure and privacy-oriented model since 2009.
The integration of blockchain at the perception and
transport layers can provide security and privacy in
data collection and data transmission. The transmis-
sion can be initiated by blocks using a telehash to
broadcast in the network (Biswas and Muthukku-
marasamy, 2016). The smart contract functionality of
Ethereum can also be used by the BitTorrent protocol
to form a peer-to-peer network (Biswas and Mu-
thukkumarasamy, 2016). At the service layer, instead
of storing data on the cloud, the distributed ledger can
be used, which is one of the best solutions to eliminate
the risk of single-point failure and data leaks. More-
over, the consensus algorithms like PoW and PoS are
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the key protocols to discourage DoS/DDoS and spam
attacks in a network (Dwork and Naor, 1993;
Jakobsson and Juels, 1999). Confidentiality of data
can be achieved by discouraging existing server-
based application development, and trends should
move toward developing decentralized software ap-
plications to avoid hosting important information on
central servers, for example, no need for signup on
payment services such as PayPal, no need to worry
about customer credentials. An example of such a
type of application development platform is Ethereum
DApp (Singhal et al., 2018). DApp is an open-source
model for building decentralized applications, and
nearly a thousand DApps have been created on
Ethereum (https://www.stateofthedapps.com/).

From the loss and risk perspectives, the main
cause behind the history of losses is the central gi-
gantic pool of valuable data residing in costly data
centers and presenting an opportunity for attacks by
bad actors. In contrast, blockchain is distributed in
nature, and every node in the network holds the same
copy of the ledger; thus, leaving behind the central-
ized paradigm of 10T, blockchain may help create an
unhackable distributed system to connect every bit of
the world without involvement of any third party as
an intermediary (Kshetri, 2017a).

Scalability and latency in blockchain are con-
sidered challenging because of throughput and la-
tency. On the other hand, cloud-based IoT provides
efficient management of a widespread network of
connected devices. In terms of latency, the distributed
network of BB-IoT means that the communication
and processing are as local as possible. Nevertheless,
this is not straightforward; there is a need to come up
with new strategies by exploiting the characteristics
of the distributed architecture of blockchain (Dorri et
al., 2017a), such as the case of Storj launched in 2014.
It is a distributed peer-to-peer blockchain-based
storage system that works like torrents to create a
worldwide distributed storage, and instead of hosting
the data on the cloud, it is shredded into encrypted
pieces and spread redundantly over the network,
while the key is kept with the owner only. The en-
crypted small pieces of data cannot be decrypted by
anyone, and can be retrieved only by the owner at any
time; the retrieval speed is much higher than that of
the cloud because the data comes from multiple nodes
in the network (Wilkinson et al., 2014). Several

methods have been introduced to overcome the
on-chain scalability and latency challenges of
blockchain. Key approaches are Sharding, Multiple
Blocks per Leader, Collective Leaders, and Parallel
Blockchain Extension (Bano et al., 2017a). Sharding
is an approach for creating a group of nodes called
committees, where each committee manages a subset
(shard) of transactions (Luu et al., 2016b). In Multiple
Blocks per Leader, one elected leader is provided a
time slot (epochs) to perform PoW and append mul-
tiple transactions on the blockchain. When epochs are
over, a new leader is elected (Eyal et al., 2015). Using
the Collective Leaders approach, multiple leaders are
hired to jointly decide if a block can be appended over
to the blockchain (Kokoris-Kogias et al., 2016). Par-
allel Blockchain Extension has been introduced to
parallelize the mining process of blockchain; in this
approach, multiple leaders are given different parts of
the blockchain to solve, where each transaction vali-
dates two previous (parent) transactions (Bano et al.,
2017b).

The cost concern and energy consumption in
establishing huge data centers are inevitable, where
massive energy ingestion, large bandwidth require-
ments, and maintenance and updating of hardware
and software are foreseeable. Pursuing the blockchain
approach could be the best solution to distribute the
computation over the network in nearby proximity of
IoT devices. Yet, processing of large industrial data is
expensive with blockchain, as it is almost twice that
of the cloud (Rimba et al., 2017). Thus, a greedy
approach can be used regarding the cost concern. One
possible approach could be fusion of the cloud and
blockchain; blockchain resolves regular communica-
tion queries, while the cloud responds to industrial big
data processing.

The micropayments in lIoT should be an integral
part of the future Internet. In the upcoming years,
most transactions will take place between machines,
for example, using the reserved pool of money or a
coupon for utilities will automatically pay the utility
bills in a smart home scenario. The billing issue has
been treated in IoT as micropayments, but never re-
ceived much attention because 1oT is still in the ex-
perimentation phase. If we consider blockchain for
micropayments in IoT, then it can serve as a market-
place to easily enable financial transactions between
two parties or things (Christidis and Devetsikiotis,
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2016), for example, smart utility meter(s) at home,
recharging an electric vehicle, renting a house, and
shopping. Because the blockchain already has a ro-
bust and trusted solution for financial transactions, it
can serve as a billing layer in between a distributed
network of heterogeneous devices. For example,
currently the Ethereum smart contracts based German
startup, Slock.it (Smart Lock), is the first Ethereum
blockchain platform based on real-world smart ob-
jects. Slock introduces the benefits of blockchain such
as payments, transparency, security, and auditability
in property-sharing applications (https://slock.it/;
Liao et al., 2017). Slock is also encouraging some
trends, such as sharing bicycles, cars, washing ma-
chines, lawn mowers, or any unused smart object that
can be used to generate revenue by renting them in an
easy, secure, safe, and smart way without an inter-
mediary agent (https://slock.it/; Christidis and
Devetsikiotis, 2016).

Another issue with blockchain is forking. In the
decentralized network architectures of blockchain, a
valid block might get generated by multiple nodes
simultaneously known as a fork, and this creates a
new branch of blocks (new chain) over the existing
one (Mosakheil, 2018). In the case of frequent forks,
the multiple branches of a chain may delay the mining
process to finish the job, and this can also lead to
forking attacks known as Goldfinger attacks
(Bonneau et al., 2015). Blockchain can solve this
problem by adopting Practical Byzantine Fault Tol-
erance (PBFT) as done by ByzCoin (Kokoris-Kogias
etal., 2016). On the other hand, the cloud architecture
is centralized, and it is easier to deal with forking than
in distributed systems (Elham et al., 2012).

Currently, a number of research projects are
ongoing to overcome the challenges discussed in
Section 2 using the methods examined above. Table 2
presents some of the latest key research projects that
might be helpful in further addressing these issues.
The approaches of Dorri et al. (2017b), Samaniego
and Deters (2017), and Xiong et al. (2017) use a local
miner at the access level to solve the complex
mathematical puzzle of blockchain. The security so-
lutions at the device level are F-Secure and access
control and authentication management. F-Secure
offers a solution which is a middle box, called a
“secure Wi-Fi router” in between the IoT devices and
Internet gateway to protect a home or business

from hazards (https://www.f-secure.com/en_US/web/
home us/sense). The access control and authentica-
tion management system is a blockchain-based au-
thentication system for secure interactions with IoT
devices (Ourad et al., 2018). Another security solu-
tion listed is a proactive approach for defense against
DDoS attacks in the cloud by distributing the control
layer (Bawany et al., 2017). As discussed earlier in
this section regarding sharding, Storj implements the
sharding method to secure the data over a distributed
network of blockchain. It encrypts and shards the data
into small pieces and distributes them on the peers of
a network, which results in reduced latency while re-
trieving data, but it also increases security and privacy.

There are also several other projects ongoing to
overcome the issues encountered in the implementa-
tion of blockchain for IoT, but a comprehensive ar-
chitecture is required that can address the existing
issues and provide a reliable, secure, fearless, fast,
cheap, energy-efficient, and scalable solution for
tomorrow’s IoT. Next, we will see a hybrid approach
which may be one of the feasible solutions to over-
come the existing challenges.

3.2 Hybrid-IoT architecture

We propose a hybrid IoT approach as one of the
possible ways to overcome the challenges with both
architectures. Hybrid IoT is a three-tiered architecture:
from bottom to top, the first element is things, then
the fog/edge, and at the top the cloud. There are three
basic configurations of hybrid IoT, and these are the
different modes of communication. Fig. 7 shows the
high-level architecture of the proposed hybrid IoT
approach.

1. Things layer

The first tier of the proposed architecture is
things. Things are the objects or devices deployed
into a smart environment. All the smart objects must
have the capability of collecting, storing, and com-
municating data over the network. In the proposed
architecture, things are connected using a blockchain-
based peer-to-peer communication network, where
the things communicate with each other using a
global unique identifier (GUID) or public key. The
encrypted communication between devices enables
the trust among all objects of the network. The first
time registration of a device in a blockchain network
is done by the edge node.
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Table 2 Key research projects

Project

Purpose

Mechanism

Entities involved

Scalability, mining, and energy consumption

Blockchain meets edge
computing (Xiong
etal., 2017)

Blockchain as a service
for IoT (Samaniego
and Deters, 2017)

BC-based smart home
framework (Dorri
etal., 2017b)

For resource-constrained
devices, it reduces both the
burden of computation and
energy consumption.

It evaluates the latency issues
of the network for the
cloud and edge, and sug-
gests possible solutions for
a hosting environment for
blockchain.

It is a framework for
resource-constrained IoT
devices to create a man-
ageable, secure, and
privacy-oriented method
for the future IoT.

It uses edge servers to compute the
complex puzzle, e.g., PoW, to create
consensus between mobile nodes.

It performs experiments on latency to
uncover the fact that if blockchain
data is hosted on the edge, the edge
can outperform the cloud in latency,
but the edge is limited in computa-
tion and storage compared to the
cloud.

The smart home case study shows that
every home can have a local
blockchain network of IoT devices,
and the smart home miner (gateway
or standalone PC-like device) could
be used for the mining operation.

Edge service provider
and mobile nodes

Edge and the cloud

10T devices and local
miner

Security and privacy

F-Secure

Blockchain-based IoT
access control and
authentication man-
agement (Ourad et al.,
2018)

Proactive DDoS defense
framework (Bawany
etal., 2017)

The secure Wi-Fi router
protects the entire home
network and devices from
security threats.

It is a blockchain-based
solution to authenticate
users to enable a secure
approach to IoT devices. It
focuses on devices with
low computation power.

It is a proactive approach for
detecting DDoS attacks in
the cloud.

It has a middle box that acts as inter-
mediary between IoT devices and
the Internet gateway.

It is a different approach for perform-
ing authentication in a decentralized
way, while the existing approach
auth0 involves a third-party authen-
tication server. In the case of the
proposed work, the user authenti-
cates to the smart contract to verify
identity. If authenticated, then the
user can interact with devices via
any preferred method, SSH, http,
https, etc.

It implements an adaptive DDoS pro-
tection mechanism by a distributed
controller layer to increase the reli-
ability and scalability of huge data
centers.

10T devices, middle
box, and gateway

User, smart contract,
and IoT device

Application and dis-
tributed controller
layer

Distributed storage with low latency

Storj.io (Wilkinson et al,
2014)

Instead of cloud storage, it
uses distributed file stor-
age, which is faster,
cheaper, and more private.

Storj is a blockchain-based
peer-to-peer cloud storage system. It
works like torrents; it encrypts data,
shreds it into encrypted small piec-
es, and spreads them redundantly
over hundreds of disks across a
network. On retrieval, the owner
knows only about the addresses and
hash keys of shards. An audit algo-
rithm ensures data integrity and
availability over time.

Peer-to-peer network
of nodes




Memon et al. / Front Inform Technol Electron Eng 2020 21(4):563-586

Communication Configuration 1 Configuration 2 Configuration 3
type [blockchain with the edge miner] [blockchain with fog nodes] [blockchain with fog and cloud]
| |
Cloud . .
| |
| ! i ! i !
| |
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N\ | /N | /N
| |
; | |
Things . .
| |
| |
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Applications - Vehicle-to-vehicle communication | - Utility billing - Large data storage
- Traffic management - Road accident and rescue - Heavy industrial processing
/1 Active ZZ7Z7) Need-based K7 Inactive

Fig. 7 Proposed hybrid IoT
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2. Middle layer (fog/edge)

The application of the edge node in the hybrid-
IoT architecture is to register loT devices with the
blockchain network by sharing the public key with
each other. Each device first needs to perform a gen-
esis transaction, and the edge validates the transaction
by generating a shared key to encrypt the communi-
cation between devices. The key generated is then
assigned to the first genesis block. Once the commu-
nication is established, all existing devices in the
network will start to recognize the new device. The
registration to enable device-to-device communica-
tion is achieved using one of the consensus algorithms
(PoW or PoS), and due to transient and limited re-
sources, this mining process is outsourced to a locally
available miner at the access level. In a smart home
environment, we call it the edge node, and in a smart
city or smart industry, it is the fog node.

The fog is the idea of a substantial computing
resource available locally to IoT devices, and it was
first announced by Cisco (2015). Fog is an extension
of cloud computing where mini public clouds are
distributed closer to end devices to provide pro-
cessing, storage, and controlling capabilities to deal
with requests locally in real time. The fog nodes at the
access level of the network are also used to offload the
computation burden from clouds (https:/www.
openfogconsortium.org/; Bonomi et al., 2012; Ficco
etal., 2017; Almadhoun et al., 2018). However, in the
proposed hybrid-IoT architecture, the fog or edge
node performs four functions: (1) speeding up the

mining process; (2) saving the energy of loT devices;
(3) reducing the latency; (4) filtering the incoming
requests like the message queuing telemetry transport
(MQTT) protocol (Andersen et al., 2017). Filtering
the incoming requests means deciding the job nature
from the type of content and volume of data, and no
matter whether it is to be performed locally or sent to
the cloud, this can be achieved using the pub-
lish/subscribe model of the MQTT protocol of IoT
(Cohn et al., 2014). For example, in smart industry,
there could possibly be all configurations of the three
tiers of the hybrid architecture working simultane-
ously and sharing the same resources; deciding if a
request should be published over a blockchain net-
work, performing small local processing, or for-
warding it to the cloud would all be accomplished by
the fog node.

3. Cloud data center layer

The third tier of the proposed architecture is the
cloud data center, which is similar to the existing
technology, but instead of forwarding all incoming
requests to the cloud as in CB-1oT, here only the se-
lected applications would communicate with the
cloud to perform industrial tasks like big data analysis
and big data storage.

As shown in Fig. 7, the three-tiered architecture
offers three different network configurations, Con-
figurations 1-3. All of the configurations represent
the modes of communication in the network, where
the configuration gets enabled and disabled by alter-
ing the states of the components in the network. There
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are three states in all the components of the network
(Fig. 7), active, need-based (or event-based), and
inactive. The active components are the nodes in the
working mode, the need-based components are the
event-based nodes, and they are activated or deac-
tivated by the tags in the packets received, while the
inactive components remain inactive in a particular
type of configuration.

Configuration 1  The first configuration facilitates
local communication. It is like a blockchain-based
local area network (BB-LAN), and it works at the
things and device levels, such as appliances in a smart
home environment. In this configuration, the devices
usually communicate with each other in a trusted
environment. When registering a new device, the
edge component is activated by a signup request,
which performs the mining process to validate the
new device. Once validated, the device can be iden-
tified by the whole network. Applications of Config-
uration 1 could be in a smart home network, smart
parking lots, and for sharing of the unused items.
Configuration 2 This works similar to Configura-
tion 1. The change in this configuration is that every
communication goes through the fog node, where all
the data traffic can be monitored. An example of this
kind of configuration is in a smart city environment,
where the actions related to security, traffic man-
agement, collision detection on roads, ensuring newly
imposed rules, and smart metering are the activities in
which a trusted third party like government is in-
volved. In this configuration, the fog node is moni-
tored and controlled by city management. While the

objects of a smart city would still be communicating
using a blockchain-based peer-to-peer network, the
orchestration and monitoring are conducted at the fog
nodes. This configuration also has the ability to
communicate with the cloud for data analysis or his-
tory preservation, but not all the information flows
through the cloud.

Configuration 3 In this configuration, all the tiers of
communication are active, and it is not necessary to
send all the collected data to the cloud, but the con-
figuration has ability to do so. It incorporates Con-
figurations 1 and 2 plus an ability for communicating
with cloud (as in the existing CB-loT architecture). Its
applications would include smart industry, where at
the production line, devices communicate with each
other in a trusted network of blockchain, but the reg-
istration of new devices and other lightweight routine
tasks can be performed at the fog node, while the
large volume data storage and analysis is performed
on the cloud.

Table 3 shows a comparison of CB-IoT, BB-1oT,
and the proposed hybrid IoT for the required features
of a future IoT. There are some features suitable for
the cloud, while others are performed well by
blockchain. The hybrid approach maximizes the
benefits of each by adopting a middle ground ap-
proach and comes up with a solution to overcome
the limitations of CB-IoT and BB-IoT as shown in
Table 1. Furthermore, a set of more optimized com-
munication protocols for the enabling technologies
and a clear categorization of rules and operations need
to be developed.

Table 3 Cloud and blockchain fusion to reform IoT

Challenge CB-IoT  BB-loT Hybrid IoT

Security Weak Strong It uses blockchain at the device level to ensure the security of the [oT ecosystem.

Scalability Strong Weak Configuration 1 can be used to create private networks of blockchain, which

Privacy Weak Strong provides security and preserves privacy in building area networks (BLANS).

Losses and risks Weak Strong The use of blockchain at the device level will resolve the risk of attacks by
restricting it to trusted members only, and thus the fear of losses would be
mitigated.

Latency Weak Strong The latency, energy ingestion, cost of bandwidth consumption, and capital or

Energy Weak Strong operational expenses of huge data centers will be dramatically reduced if

consumption regular communication occurs in Configurations 1 and 2, and only industrial

Cost effectiveness Weak Strong data storage and analysis are performed over the cloud in Configuration 3.

Payment methods Weak Strong Bitcoin is a very good example of the payment method; there could also be
alternatives for payment systems. In the past few years, more than a dozen of
new digital currencies have been introduced using blockchain.

Flexibility Strong Weak Forking is easy to deal with if there is an edge node involved in the mining

process.
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4 Conclusions

In this article we reviewed the existing cloud-
based IoT (CB-IoT) and presented a taxonomy of
issues that, in sharp contrast to the literature survey,
we expect to grow further in a couple of years beyond
what they are today. As a consequence, CB-IoT will
become more vulnerable to cyberattacks and will
eventually report financial and data losses up to five
times greater than those of today. To cope with the
consequences of CB-IoT, blockchain-based IoT (BB-
IoT) has the potential to overcome the underlying
issues in CB-IoT. However, considering that the
merging of new technologies always has downsides,
we proposed a taxonomy of issues expected in
BB-IoT. We found that there are some good features
in both CB-IoT and BB-IoT, so instead of shifting to
an entirely new infrastructure, it would be better to
come up with something in between rather than a full
migration.

To realize this strategy, we proposed a hybrid-
[oT approach with the help of a survey of current key
research activities in blockchain. Hybrid IoT ad-
dresses the shortcomings of both infrastructures and
adheres to the requirements of the future IoT. Hybrid
IoT operates on three communication configurations
for different kinds of applications. Configuration 1 is
a blockchain-based local area network that works in
tandem with edge nodes, and it would have potential
applications in smart homes. Configuration 2 is an-
other kind of blockchain-based metropolitan area
network with fog nodes, and it can be used to facili-
tate a smart city environment. Configuration 3 can
operate over the multiple layers of the proposed
ecosystem. This configuration can be used by indus-
trial and business applications for big data storage and
analysis. Furthermore, for effective implementation
of this approach, a set of new policies and standards
would be required to ensure a robust, secure, and
distributed IoT.
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