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Abstract: Network coding can save wireless network resources and is very fast in comparison with traditional routing. In real
application scenarios, network coding is vulnerable to pollution attacks and forgery attacks. To solve these problems, the certificateless
broadcast multi-signature for network coding (NC-CLBMS) method is devised, where each source node user generates a multi-
signature about the message vector, and the intermediate node linearly combines the received data. NC-CLBMS is a multi-source
multi-signature method with anti-pollution and anti-forgery advantages; moreover, it has a fixed signature length and its computation
efficiency is very high. NC-CLBMS has extensive application prospects in unmanned aerial vehicle (UAV) communication

networks, fifth-generation wireless networks, wireless sensor networks, mobile wireless networks, and Internet of Vehicles.
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1 Introduction

Traditional routing technology is unable to satisfy
the increasing demand for network communication.
Improving network utilization and efficiency with
limited network resources has become the key pro-
blem in the field of information theory research.

In theory, network coding (Ahlswede et al.,
2000) can make actual network transmission reach
the maximum capacity. Network coding can improve
transmission reliability (Li P et al., 2012; Papailiopou-
los et al., 2012), network transmission efficiency (Li
ZP et al., 2009), and network robustness (Al-Kofahi
and Kamal, 2009) because of integrating coding and
routing. Traditional routing technology allows only
intermediate nodes to save and forward received data.
Network coding can use the intermediate nodes to
combine and encode the received data packets, and

¥ Corresponding author
" Project supported by the Key Project of Natural Science Basis
Research Plan of Shaanxi Province, China (No. 2020JZ-54)
ORCID: Huifang YU, https://orcid.org/0000-0003-4711-3128
© Zhejiang University Press 2022

CLC number: TP309

improve the overall network performance. However,
network coding also has many security problems. Its
unique topology (Xu J et al., 2016) makes it more
vulnerable to pollution attacks. Malicious nodes can
tamper with or forge data information; if this data is
used for encoding with other unpolluted data, the pol-
luted messages will spread to an entire network and
cause unnecessary losses.

Scholars have devised some secure network
coding schemes to handle security problems, such as
elliptic curve encryption for network coding (Wang L
et al., 2019) and network coding signature schemes
(Peng et al., 2015; Li SH and Mei, 2016; Wang HP
and Mei, 2016; Zhou and Xu, 2016; Wang L et al.,
2019; Yu and Li, 2019, 2020; Niu et al., 2020; Xu CD
and Wang, 2021; Yu and Wang, 2021). In the net-
work coding environment, the intermediate nodes
combine and encode the information data and send
the combination result to downstream nodes. The va-
lidity of the traditional signature is destroyed when
the intermediate nodes encode the data.

The followings are the characteristics of broadcast
multi-signature: (1) the signature length has nothing
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to do with the number of users; (2) the public key is
used to verify the signature; (3) signers sign the mes-
sages out of sequence to obtain valid multi-signature;
(4) it is impossible to obtain valid multi-signature
without all signers working together. Until now, there
is no certificateless multi-source broadcast multi-
signature scheme, because the traditional certificate-
less broadcast multi-signature cannot be directly used
in network coding. The construction of the secure
network coding scheme is an open problem.

In this work, we construct a certificateless broad-
cast multi-signature for network coding (NC-CLBMS)
method, in which each source node outputs a final
broadcast multi-signature result and the intermediate
node linearly combines the data information from dif-
ferent links to transfer the combination result to
downstream nodes. NC-CLBMS creates multi-source
multi-signatures that are out of sequence and the sig-
nature length is fixed. The hash function in this
scheme can ensure the homomorphism of the signa-
ture process. NC-CLBMS is helpful when multiple
users need to sign the same message, and can resist
pollution and forgery attacks.

2 Preliminaries

2.1 Notations

Notations and their meanings are described in
Table 1.

Table 1 Symbols and their meanings

Notation Meaning

I p-bit security parameter
s Master key

ID, User identity

G, Addition cyclic group

Youb System public key

Y, User public key
d, Partial private key of the user
v, Message vector
P Generator of addition cyclic group G,
G, Multiplication cyclic group
H, Secure hash functions
o Multi-signature
a Local coding vector
B Global coding vector

2.2 Multi-source transmission model

Multi-source network coding (Yu and Gao, 2019)
can use node computing power to improve network
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bandwidth utilization. Multi-source nodes are essen-
tial in the transmission model as shown in Fig. 1.
The multi-source network is viewed as an acyclic di-
rected graph G=(M, E), where E is the edge set and
M is the node set. In the multi-source network, the
set of source nodes is u={u,, u,, ---, u, } €M, and the
set of sink nodes is d={d,, d,, ---, d,}eM.

Intermediate nodes

Source nodes

Sink nodes

83

Fig. 1 Multi-source transmission network model

Each message vector v=(v,;, V5, ",

{VI, vz, e .
encoded message, source node u; needs to extend an

V..)» Where v.e
v, }. If the destination node can decode the

n-dimensional coefficient vector to message vector v,
and the extended message vector is v=(v,;, Vi, ***, Vs
Vintts "7 s vi,n+)7z) eF"™. Hence, wi:(wi,l’ Wizo """ 5 Wipp
ﬂ imtl> " ﬂ i,m+n)EFm .

The intermediate node receives the coding mes-
sage vectors (w,, wy, ==+, w, )eF"™ from m links and
obtains w = z:": ,a;w,;, where (a,, a,, -+, a,) are local
coding vectors; w received by any network node is
also a linear combination of the original message v;:
w= Z,"l B,v,, where B, (i=1,2, ---, m) are global cod-
ing vectors.

Any destination node can receive m linearly in-

dependent (w,, w,, ---, w,), where w, (i=1,2, ---, m) are

denoted as
W, v,
=4 ,/1’=(ﬂ],ﬂ2,---,ﬁ'm)71.
wm vﬂl

Because the matrix 1" is invertible and of full
rank, the original message can be obtained after de-
coding as follows:
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2.3 Bilinear pairing

G, and G, are two cyclic groups with prime order
g and a generator of G, is P, where G, is an additive
group and G, is a multiplicative group. Bilinear map
e: G,xG,—@G, satisfies three properties as follows: (1)
e(aP,bP)=e(P,P)", Ya,beZ,, PeG; (2) e(P, P)#1;
(3) VP, QeG,, there exists an efficient algorithm to
calculate e ( P,Q).
Definition 1 (Computational Diffie-Hellman (CDH)
Given (aP,bP)eG,, Ya,beZ,, the CDH
problem is to calculate abPeG,.

problem)

3 Formation definition

3.1 Algorithm definition

NC-CLBMS is defined by six polynomial time
algorithms as follows:

Setup: Input the security parameter 1°, and this
algorithm outputs the system parameter set x and
master key s.

KeyGen: Input (u, ID,), and this algorithm out-

puts the user’s public-private pair (), x,), where 1D,

is the user’s identity.

Extract: Input (u, ID,,s), and this algorithm out-
puts the partial private key d, of the user.

MultiSIG: Input (#, {ID,,ID,,---,ID,},x,,d,), and
this algorithm outputs a multi-signature c,.

Combine: Input (c,, v;), and this algorithm out-
puts a combination result y.

Verification: Input (u,c,,v,,7), and this algo-
rithm outputs a verification result.

3.2 Security model

NC-CLBMS must be unforgeable against the
adaptive chosen message attacks (UF-CMAs). The
UF-CMA security model relies on Gamel and
Game2, where 4, cannot obtain the master key but
can change any public key, and 4, knows the master
key but cannot change any public key.

Gamel (Game2): Oz?‘“"(l”)—’ A, O‘emp(lp) i Aza

Then, 4, (A, ) makes adaptive queries as follows:

01D, )54, (),

- D,
O(l?amal private kcy( ID ) 3 A (A2 ),

x,if )/, is not replaced

O Private key ( ID

i 1°

)J———
)=

Replace public key( ) Y
(p ID, —) A,

O Private key( ID. ; A .

ONUSS(y )5 4, (4,),
ogme(y,)—> 4, (4,),

Ogerﬁcauon(c,a)ﬁ)/ll (4,).

Finally, 4, (4,) wins in Gamel (Game2) if and
only if the signature of ID, is valid. Here, 4, cannot
query a full private key of ID, whose public key can-
not be replaced, and forgery signature is not returned
by multi-signature oracle from 4, (4,).

Advantage of 4, (4,) is the probability that A4,
(4,) succeeds in Gamel (Game2).

Definition 2 (Unforgeability) A NC-CLBMS scheme
is said to be UF-CMA secure if no 4, (resp. 4,) can win in
Gamel (resp. Game?2) with a non-negligible advantage.

4 Concrete NC-CLBMS

4.1 Setup

The key generation center (KGC) chooses G, and
G, with p—bit prime order ¢ as in Section 2.3, and e:
G,xG,—@G, is a bilinear map. KGC chooses a mas-
ter key SERZ; and calculates a system public key
Youw=sP, where P is a generator of G,. KGC chooses
two secure hash functions H,:{0,1}">Z; and H,:
{0, 1 —G,.

Finally, KGC keeps s to itself and publishes sys-
tem parameters u = (G, Gy, e, P, V,,, Hy, H)).

4.2 KeyGen

The user with identity ID, randomly chooses a se-
cret value x £Z, and calculates the public key ), = x, P.

4.3 Extract

KGC randomly chooses reZ, and calculates
R=rP. Then, KGC continues to calculate w=H,(ID,,
Y., R,), d=r+sy, and delivers d; to the user with
identity ID,, where d, is the partial private key of this
user and the set 7<—{R,, R, ---, R } is published.
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4.4 MultiSIG

The source node user broadcasts y, = H, (id, v,),
o, = (x[ + d[)yl., where the packets with same id must
be encoded together and id is assigned to each packet.

The combiner calculates ¢, = ¢ = 2:: ,0,. Finally,
(v,., c,.)\,'.”:1 from each source node are sent to interme-

diate nodes and sink nodes.
4.5 Combine

After (v,., ¢, )|’” , arrive at the intermediate node,

the intermediate node calculates wzzi: p.v,, where

the coding message vector w=(w,,w,,---,w,) and global
coding vector f=(f,, B, -*-, f,)- Then, the intermedi-

ate node calculates y = H:": g = H;_": e c,-,P)ﬁ',

where y, = H, (id, v,). Finally, the intermediate node

returns the combination result ¢ «<— (y, &, ).
4.6 Verification

After (v,,c ) ",c < (y,¢) arrive at the sink

node, this verification algorithm is run as follows:
1. Calculate y, = H, (id, v,).

2. Calculate &, = e(y, ypubz,?:ly/, + )+ R),
where )/ = z YsR=D>" R,

i=1

3. The signature of v, is valid if £, = &,, and in-

valid otherwise.
5 Correctness analysis

Signed packet verification is shown as follows.
Note that A, (id, v,) is an essential homomorphism
hash function, for which y=[]" H,(id,v,) =
H,(id, > " B.v,)=H,(id, w). So, we can obtain

& =e(e,P)
:f[e(c,.,P)”
_He(y, 20l
_ e(il"[]yf',Z?l% + R, + h,ypub)

_ e(,ﬁlHl (id, v )" Y+ R + 271‘/”'%“")

(x, +d, +r)P)
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e( 11dz ﬂlv,),y+R+ypubzl 1’/’1)
e(H(idw).y+ R+ 2,30 v
e(y V+R+ 2,5 )

6 Security analysis

6.1 Anti-forgery attacks

Theorem 1 (Unforgeability-I) If an attacker 4, can
break the UF-CMA-I security with advantage ¢ in a
random oracle model, a challenger C can solve the
CDH problem with advantage &>¢/[ne(g+q.+q')], where
q,, 4, and ¢, are the times to query the public key
replacement oracle, secret value oracle, and partial
private key oracle, respectively.

Proof Assume that the remaining n — 1 users are
corrupted except ID,, where there are n users in NC-
CLBMS and ID,E{IDI, ID,, -, IDn}. C is a challenger
to the CDH problem instance ( P, aP, bP)eG,, and its
aim is to use A4, (the subroutine of C) to obtain abPeG,.
Initially, empty lists L,, L,, and L, track various queries
ID, is the target identity and z={l, 2, ---, d},
where 0 is the time to query H,, oracle.

setup P ”(ypbz P)
o) ——

from 4,.

a.
A,. Then, A, makes a series

of adaptive queries as follows:

H, queries: C receives an H, query of ID, from
A,. C checks whether L, contains a matching tuple
(ID,, YV, R, w,;). If yes, C returns y, to 4,; otherwise,
C returns y, satisfying w,P = bP and stores (ID,, J,,
R, y;)in L,

H, queries: C receives an H, query of ID, from
A,. C checks whether L, contains a related tuple
(id, v,, v,, 4,). If yes, C return y, to 4,; otherwise, C re-
turns y, «— A,P to A, and records (id,v,,y,,4,;) in L,,
where 1, Z,

Public key queries: C receives a public key
query of ID, from 4,. C returns JV, = x,P and stores
(ID,,r,, = ,x, Y,)in L,, where x . Z,.

Partial private key queries: C receives a partial
private key query of ID, from 4,. C chooses rg, Z, to
calculate R, =r,PeG,, returns d, satisfying d.P=
R, +1,),,, and updates L, with (ID,, r,,d,, x,, J}) if
ID, # ID,, where [, is from H, oracle; otherwise, C
fails and aborts.
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Secret value queries: C receives a secret value
query of ID, from A4,. C returns x, from L, to 4, if
ID#ID; otherwise, C fails and aborts.

Public key replacement: C receives a public key
replacement of ID, from 4,. If ID#ID_, C replaces
with )/’ from 4, and updates L, with (ID,,»,, d,, —,
V'), otherwise, C fails and aborts.

Multi-signature queries: C receives a query of
multi-signature about v,. C calls the actual multi-signa-
ture algorithm to return a result if ID #ID; otherwise,
C caleulates y, = H, (id,v,), 7, = 2,{ Y, + R, + [V ).
Finally, C calculates ¢, = 0=2:’: ,0; and returns
(v,,c;)t04,.

Combination queries: C receives a combination
query from 4,. C calls the actual combination algorithm

to return a result if it is not the " query; otherwise,
forﬂ = (ﬂl:ﬂb “.5ﬂm)and W= (WI:WZ: '”5wm)> C calcu-
lates the combined message w = zlf"zlﬂ,.v,., and C

returns the combination results y «— H:": ly{’f, & —

H:l e(c, P)ﬂ‘.

Verification queries: C receives a verification
query from A4,. C calls the actual verification algo-
rithm to return a result if ID#ID ; otherwise, C re-
sponds as follows:

1. Calculate y, = H, (id, v;).

2. Calculate & = e(y, J/pubz;’: R y+R), where
‘y:z?:l‘yi’R: :'1=1Rf'

3. If £=&, holds, C returns v;; otherwise, C re-
turns L.

As above-mentioned queries are over, 4, outputs
a forgery signature c;. In queries, 4, cannot query a
full private key of ID;, and ¢; is not returned by
multi-signature oracle. If ID, # ID_, C fails and aborts;
otherwise, C calculates

e(c/,P)= e(i(x; + d,.*)y;‘,P)

i=1

= e(i(xf e+ swi*)y,-*,P)

i=1

= e(i(ﬁﬁ + oyl + swfyf),P)

= e(i(x: + r,.*)y,.* + abP il:,P).
i=1

Then, C uses 4, to solve the CDH problem as
follows:

1373

¢ = i(xl* +r' )y + abP ilf

i=1 i=1
= abP =|c, - i(x:-lrr:)y:)/iif.
=1 i=1

i

Probability analysis: Advantage ¢’ of the CDH
problem under forgery attacks is equal to the proba-
bility of simultaneous occurrence of three events as
follows:

E,: C cannot fail and abort the game.

E,: 4, successfully forges a multi-signature and
Pr[E,|E,]=e.

E.: There exists at least one record of non-target
identity in a successful forgery case.

As described in Theorem 1, we can obtain

(g.+a.+q!)

1
Pr[El]z(l T vatd

Z%,
e(g,t4q.%4q.)
Pr[ E,E, N E,]=1/n.

If A, can break the UF-CMA-I security of
NC-CLBMS with advantage ¢, C can solve the CDH
problem with advantage ¢’, where

e'=Pr[E,NE,NE,]
= Pr[E,|Pr[EE, |Pr[E,JE, N E,]
&

ne(q,+q,+q!)

=

Theorem 2 (Unforgeability-II) If an attacker 4, can
break the UF-CMA-II security with advantage ¢ in a
random oracle model, a challenger C can solve the
CDH problem with advantage ¢'>¢/(neq,), where ¢, is
the query time to secret value oracle.

Proof Assume that the remaining n — 1 users are
corrupted except ID,, where there are n users in NC-
CLBMS and ID&{ID,, ID,, -+, ID, }. C is a challenger
to the CDH problem instance ( P, aP, bP )eG, and its
aim is to use 4, to obtain abPeG,. Initially, empty
lists L,, L,, and L, record various query-answer values
from 4,. ID, is the target identity, z={1, 2, -+, d}, and ¢
is the query time to H,, oracle.

Osetup lp fand .Y(_)/Puh =sP
&(r)

ries of adaptive queries as follows:

)
A,. Then, A, submits a se-
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H, queries: C receives an H, query of ID, from
A,. C checks whether L, contains a related tuple
(ID;, V., R, w,). If yes, C returns y,; otherwise, C re-
turns y, <— Z, to 4, and adds (ID,, J, R,, ,) t0 L,,.

H, queries: C receives an H,query of ID, from
A,. C checks whether there is (id, v, y,) in L. If yes,
C return y, to A4,; otherwise, C outputs y, <— aP and
updates L.

Public key queries: C receives a public key query
of ID, from 4,. If ID#ID_, C returns V, «<— x,P to 4,
and stores (ID,, r,, =, x, J}) in L,, where x g, Z,; other-
wise, C returns V, «— bP and stores (ID,, r, —, —, JV,)
inL,.

Partial private key queries: C receives a partial
private key query of ID, from 4,. If ID#ID_, C se-
lects rgpZ, to calculate R, =r,PeG,, and then re-
turns d, «<— r, + sy, to 4, and updates L, with (ID,,
r,d;, x,; YV ); otherwise, C fails and aborts.

Secret value queries: C receives a secret value
query of ID, from 4,. C returns x, from L, if ID#ID ;
otherwise, C fails and aborts.

Multi-signature queries: C receives a query of
multi-signature about v,. C calls the actual multi-
signature algorithm to return a result if ID=ID,;
otherwise, C calculates y, = H,(id,v,), o, = /1[()/,. +

R, + l,..)/pub). C calculates ¢, =0 = ZT'

i

_,0; and re-
turns (v, ¢;) to 4,.

Combination queries: C receives a combination
query from A4,. C calls the actual combination algo-
rithm to return a result if it is not the 7" query; other-

wise, for p=f,.0,,---.p,) and w=(w ,w,, -+,

C calculates the combined message wzzfl B;v,and

w, )

returns the combination results y «— H:": ly{.", & —

m B

Hi:]e(ci,P) .
Verification queries: C receives a verification
query from A4,. C calls the verification algorithm to re-

turn a result if ID #ID ; otherwise, C answers as follows:

1. Calculate y, = H, (id,v,).

2. Caleulate &, = e[y, Yy pi+ Y+ R),
where ) = Z;’: DR = 27: R,

3. If £,=¢£, holds, C returns v;; otherwise, C re-
turns L.

After above-mentioned queries, 4, outputs a
forgery signature c¢;. In adaptive queries, 4, cannot
query the secret value of ID; and c; is not returned
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by multi-signature oracle. If ID#ID,, C fails and

aborts; otherwise, C calculates

e(e],P)= e(i(xi* + di*)yi*,P)

i=1

= e(i(xfyf + df*YT),P)

i=1

_ e(j(abp + d,-*yf),P)

i=1

e(nabP + zd,.*yf,P).
i=1
C uses 4, to successfully solve the CDH pro-
blem, and the solution to the CDH problem is as
follows:

¢, = nabP + idi*y;

i=1

1 O
= abP = n(ci - ;di yl.).

Probability analysis: Advantage ¢’ of the CDH
problem under forgery attacks is equal to the proba-
bility of simultaneous occurrence of three events as
follows:

E,: C cannot fail and terminate the game.

E,: A4, successfully forges a multi-signature and
Pr[E,|E | ]ze.

E;: There exists at least one record of the non-
target identity in a successful forgery case.

As described in Theorem 2, we can obtain

1\"_ 1
Pr[El]z(l —q) 2o

Pr[ E;E, N E,]1=1/n.

s

If A, can break the UF-CMA-II security of NC-
CLBMS with advantage ¢, C can solve the CDH
problem with advantage &', where

¢'=Pr[E,NE,NE,]
= Pr[E, |Pr[E,[E, |Pr[E,JE, N E,]

&

> .
neq,

6.2 Anti-pollution attacks

Theorem 3 NC-CLBMS can resist the pollution
attacks in a multi-source network coding environment.
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Proof In a multi-source multi-signature, there are
two kinds of pollution attacks: one is to generate
the forged message; the other is to obtain a forged
signature based on the combination result intercepted
by the attacker.

In the first attack, the attacker pollutes the
source node, the intermediate node receives the mes-
sage to directly forge the message to transfer in the
network, and the intermediate node combines the pol-
luted message: w'= 2:": B;v. However, the attack
is invalid because the attacker cannot effectively sign
the tainted message without a private key of signer.

In the second attack, the attacker generates a
forged signature; that is, the attacker hopes to forge
relevant signature g, = (x,.’ +r/+ s’l//,.)yi based on the

signature o, = (xl. +tr+ sz//,.)yi. For o, = (xk +r,+

sy/k) y,, We can obtain

(xk+’”k+5‘//k)yk:(x1;+’”1:"—5,‘/’1{)3’1(
Sl G-y,
s r =X X (s - 5
X=Xt =t sy,
Vi .

= 5=

Obtaining x;, r/, and s’ from the above equa-
tions is equivalent to solving the elliptic curve dis-
crete logarithm (ECDL) problem.

7 Efficiency analysis

In terms of computational complexity, we com-
pare NC-CLBMS with ZX (Zhou and Xu, 2016), YG
(Yu and Gao, 2019), WZZ (Wang L et al., 2019), YL
(Yu and Li, 2019), and YW (Yu and Wang, 2021).
The test platform is as follows:
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Operating system: Winl0, 64-bit; CPU: Intel®
Core™ 15-8250U, 1.8 GHz; memory: 4 GB; operating
platform: Matlab2016a.

Table 2 shows each cryptographic operation time.
Table 3 shows the signature time and verification
time of several schemes.

Table 2 Operation time of cryptographic algorithms

Notation Meaning

Cue  Time of running an exponential operation: 6.85 ms
Cpou  Time of running a scalar multiplication: 0.75 ms
Cup  Time of running a hash operation: 19.60 ms

C,r  Time of running a bilinear operation: 22.73 ms

C.  Time of running a modular exponentiation opera-
tion: 34.20 ms

Comparison of the signature time and verifica-
tion time of several schemes is as follows. The opera-
tion time of the hash function is ignored in the analy-
sis. NC-CLBMS, YL, and YW are based on the certifi-
cateless cryptosystem, and they can resist the pollu-
tion attacks and forgery attacks; ZX, YG, and WZZ
are not based on the certificateless cryptosystem and
cannot resist the forgery attacks.

As shown in Table 3, there are many exponen-
tial operations in signature and verification algorithms
of ZX, YG, WZZ, YL, and YW; thus, they result in
the consumption of storage resources; NC-CLBMS
uses only 2C,,,, but YL uses 3C,,; in addition, NC-
CLBMS does not need any modular exponentiation
operation. Simulation curves of the signature time
are shown in Fig. 2. Simulation curves of the verifi-
cation time are shown in Fig. 3. Known from simula-
tion results in Figs. 2 and 3, with the increase of
the message vector dimension, the growth rate of

Table 3 Comparison of computational efficiency of several schemes

Scheme Signature time (ms) Verification time (ms)
ZX Cyt(m+n)C, +3nC, +6C Cpyt3nC, F3C,,
YG 2C,,F2ntm)C,,+2nC,, 2C,,, T 2ntm)C, +nC, F3C,,
\\¥4 Cpaﬁ-(mﬂ't)Cmuﬁ-2nCm+5Cex Cmtp+3nC et Cox
YL 3C lDar-&-(?ﬁn-&—m)C i T7C e 3C ,mp-&-(4n-&-m)Cmuﬁ-nCme
YW 2C par+(m-'—n)Cmul-H1Cme 3Cm[p+3(m+n)Cmu,+nCm+2Cm,
NC-CLBMS 2C,, F2((ntm)+1)C,, 2C,,,*RMm+m)+1)C,,,+3C
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NC-CLBMS is lower than those of other schemes.
Hence, NC-CLBMS is more efficient than other
schemes.

8 Summary

NC-CLBMS has the advantages of anti-pollution
and anti-forgery, and its security relies on the hardness
of the elliptic curve discrete logarithm and computa-
tional Diffie-Hellman problems.

The homomorphic hash function enables the
node to ensure that the ¢ signature and verification
NC-CLBMS is different
from traditional signatures, which cannot be directly
used in network coding. NC-CLBMS avoids the
certificate use and key escrow, and its signature
length is fixed. NC-CLBMS has strong robustness and
low computation complexity, so it is suitable for

processes are correct.
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applications in unmanned aerial vehicle (UAV) com-
munication networks, wireless sensor networks, fifth-
generation wireless networks, Internet of Things, and
wireless mesh networks.
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