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Abstract: IoT devices are becoming increasingly ubiquitous, and their adoption is growing at an exponential rate. However, they 

are vulnerable to security breaches, and traditional security mechanisms are not enough to protect them. The massive amounts of 

data generated by IoT devices can be easily manipulated or stolen, posing significant privacy concerns. This paper is to provide a 

comprehensive overview of the integration of blockchain and IoT technologies and their potential to enhance the security and 

privacy of IoT systems. The paper examines various security issues and vulnerabilities in IoT and explores how blockchain-based 

solutions can be used to address them. It provides insights into the various security issues and vulnerabilities in IoT and explores 

how blockchain can be used to enhance security and privacy. The paper also discusses the potential applications of block-

chain-based IoT systems in various sectors, such as healthcare, transportation, and supply chain management. The paper reveals 

that the integration of blockchain and IoT has the potential to enhance the security, privacy, and trustworthiness of IoT systems. 

The multi-layered architecture of B-IoT, consisting of perception, network, data processing, and application layers, provides a 

comprehensive framework for the integration of these technologies. The study identified various security solutions for B-IoT, 

including smart contracts, decentralized control, immutable data storage, identity, and access management, and consensus 

mechanisms. The study also discussed the challenges and future research directions in the field of B-IoT.
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1  Introduction 

The emergence of the Internet of Things (IoT) 

has created a surge in the number of interconnected 

devices, leading to an exponential increase in the 

amount of data generated. The need for secure and 

decentralized management of data has given rise to 

the use of blockchain technology. Blockchain tech-

nology is recognized as a promising solution to ad-

dress the challenges of secure, decentralized, and 

tamper-proof data storage and management 

(Fern ández-Caram és and Fraga-Lamas, 2018; Wang 

et al., 2019c). In recent years, the convergence of 

blockchain and IoT has gained significant attention, 

giving rise to the concept of blockchain-based Inter-

net of Things (B-IoT) (Alam, 2023). The integration 

of blockchain and IoT creates a distributed, secure, 

and decentralized network of connected devices, en-

abling secure and reliable communication between 

devices and data sharing among multiple parties 

(Abed et al., 2023). B-IoT is expected to play a crucial 

role in various application domains, including 

healthcare, supply chain management, energy, trans-

portation, and smart cities. The potential benefits of 

B-IoT include enhanced security, privacy, transpar-

ency, and efficiency in data management, making it a

promising technology for future research and devel-
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opment. 

B-IoT combines two important technologies: 

blockchain and the IoT. Blockchain is a distributed 

ledger technology that provides a secure and trans-

parent way to store and exchange data without the 

need for a trusted intermediary (Zheng et al., 2017). 

The IoT refers to a network of interconnected devices 

that collect and exchange data over the internet 

(Gubbi et al., 2013). In the context of B-IoT, these 

devices can include sensors, smart meters, and other 

IoT devices. B-IoT can be defined as a decentralized 

and secure system that combines the benefits of 

blockchain and IoT to create a transparent and tam-

per-proof environment for data exchange and storage. 

The main concepts in B-IoT include smart contracts, 

decentralized control, consensus mechanisms, im-

mutable data storage, identity and access manage-

ment, and multi-layered architecture. Smart contracts 

are self-executing contracts with the terms of the 

agreement between buyer and seller being directly 

written into lines of code (Zheng et al., 2020). De-

centralized control refers to the absence of a single 

central authority in control of a system, with control 

instead being distributed among multiple nodes 

(Griffin et al., 2020). Consensus mechanisms refer to 

the process by which multiple nodes in a network 

agree on a single version of the truth. Immutable data 

storage refers to the practice of storing data in a way 

that prevents it from being altered or deleted (Wang et 

al., 2019a). Identity and access management involves 

the secure management of user identities and their 

access to resources (Ren et al., 2019). Finally, mul-

ti-layered architecture refers to the practice of or-

ganizing a system into multiple layers to improve its 

security, scalability, and manageability. 

B-IoT is an emerging technology that combines 

the security features of blockchain with the data 

management capabilities of IoT to create a secure, 

decentralized, and tamper-proof data management 

system (El-Masri and Hussain, 2021; Viriyasitavat et 

al., 2019). The combination of blockchain and IoT is 

expected to transform (Gill et al., 2019; Wang et al., 

2019b) various industries, including healthcare 

(Bigini et al., 2020; Rahman et al., 2022; Ratta et al., 

2021), agriculture (Torky and Hassanein, 2020), 

manufacturing (Alkhateeb et al., 2022; Kumar et al., 

2022d), environmental monitoring (Bhattacharya et 

al., 2022), construction (Elghaish et al., 2021; Xiong 

et al., 2022), energy management (Li et al., 2023), 

smart city (Alam, 2022; Chen et al., 2020), forensics 

(Akinbi et al., 2022), autonomous vehicles (Biswas 

and Wang, 2023), and transportation (Sunny et al., 

2022). 

Blockchain-based Internet of Things (B-IoT) is 

expected to bring several advantages compared to 

traditional IoT systems. One of the key benefits of 

B-IoT is enhanced security and privacy. Blockchain 

technology provides a tamper-proof and immutable 

ledger that can help prevent unauthorized access and 

tampering with data, and ensure the integrity of the 

data collected by IoT devices. B-IoT also offers in-

creased transparency and accountability, because 

each transaction recorded on the blockchain can be 

traced back to its origin, making it easier to identify 

any malicious or fraudulent activities. Another ad-

vantage of B-IoT is increased efficiency and reduced 

costs as blockchain-based smart contracts can auto-

mate various processes, such as payments, data 

sharing, and decision-making, eliminating the need 

for intermediaries and reducing transaction fees. 

B-IoT can also improve data interoperability and 

integration by enabling seamless data sharing and 

collaboration among different entities, leading to 

better decision-making and improved services. 

Overall, B-IoT technology has the potential to revo-

lutionize various industries by providing secure, 

transparent, and efficient systems for managing IoT 

data and devices. Despite the enormous potential of 

B-IoT, there are several challenges that need to be 

addressed. The scalability and security of B-IoT are 

the primary concerns that must be addressed. The 

scalability challenge arises due to the increasing 

number of IoT devices and the need for faster and 

more efficient data management (Rahman et al., 

2022). On the other hand, the security challenge arises 

due to the potential vulnerabilities of IoT devices and 

the need for a robust security mechanism to protect 

the data from unauthorized access (Bagga et al., 

2022). 

The integration of blockchain technology with 

the Internet of Things (IoT) has emerged as a pow-

erful paradigm with tremendous potential to revolu-

tionize various industries and enhance the security, 

transparency, and efficiency of IoT systems. However, 

several challenges and research gaps still exist in 

effectively harnessing the benefits of blockchain in 
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the context of IoT. This paper aims to address these 

challenges and provide valuable insights into the 

design, implementation, and optimization of block-

chain-based IoT solutions. By exploring novel ap-

proaches, algorithms, and architectures, this research 

seeks to contribute to the advancement of blockchain 

technology and its integration with the IoT, ultimately 

paving the way for more secure and trustworthy IoT 

applications across various domains. The motivation 

behind this paper is to provide researchers, practi-

tioners, and industry professionals with a compre-

hensive understanding of the potential and limitations 

of blockchain-based IoT systems and to inspire fur-

ther research and development in this exciting and 

evolving field. 

The purpose of this work is to provide a com-

prehensive review of the integration of blockchain 

and IoT technologies, their security solutions, and 

their applications in various fields. By examining the 

current state of the research field and analyzing key 

publications, this study aims to highlight the potential 

benefits and challenges of Blockchain-based Internet 

of Things (B-IoT). The significance of this work lies 

in its contribution to the understanding of how 

blockchain and IoT can be combined to create secure, 

decentralized, and tamper-proof systems for data 

management and communication. This research pro-

vides insights into the potential impact of B-IoT in 

industries such as healthcare, supply chain manage-

ment, energy, transportation, and smart cities. By 

identifying the challenges and future research direc-

tions, this study serves as a guide for researchers, 

practitioners, and policymakers in exploring the pos-

sibilities and implications of B-IoT technology. 

The novelty of this study lies in its comprehen-

sive approach to examining the integration of block-

chain and IoT technologies. While previous research 

has explored the individual aspects of blockchain and 

IoT, this paper provides a holistic perspective by 

examining the integration of these technologies, in-

cluding their security solutions and applications 

across various domains. By offering a comprehensive 

review, the study identifies the key challenges and 

limitations in the integration of blockchain and IoT, 

and sheds light on the specific areas that require fur-

ther research and development. This identification of 

challenges serves as a valuable guide for researchers, 

practitioners, and industry professionals seeking to 

address the complexities associated with the integra-

tion of these technologies. Moreover, the paper ex-

plores the potential applications of blockchain and 

IoT in diverse fields, showcasing the transformative 

impact they can have in sectors such as healthcare, 

supply chain management, smart cities, and energy 

systems. This broad exploration of applications pro-

vides insights into the untapped potential and possi-

bilities for leveraging blockchain and IoT in re-

al-world scenarios. 

This paper contributes by providing a systematic 

and in-depth analysis of the integration of blockchain 

and IoT technologies, covering various aspects, in-

cluding security, privacy, scalability, governance, and 

applications. The paper offers insights for researchers 

and practitioners to understand the potential of B-IoT 

and to develop solutions for the challenges faced in 

the integration of these technologies. The paper also 

identifies the need for further research in the field to 

address the challenges and to fully utilize the potential 

of B-IoT. 

This research addresses the major puzzle and 

controversy surrounding the integration of blockchain 

and IoT technologies. Although the potential benefits 

of this integration are widely recognized, there are 

significant challenges and unresolved issues that need 

to be addressed. The puzzle lies in finding effective 

solutions to ensure the seamless integration, scalabil-

ity, security, and privacy of blockchain-based IoT 

systems. The controversy arises from the divergent 

opinions and approaches in tackling these challenges, 

as well as the ongoing debate on the feasibility and 

practicality of implementing blockchain in IoT ap-

plications. By addressing these puzzles and contro-

versies, this research aims to provide valuable in-

sights and recommendations to bridge the gap be-

tween theory and practice in blockchain-based IoT 

systems. 

This paper is structured in several sections 

starting with an introduction, followed by a literature 

review of blockchain technology, IoT, and their inte-

gration in Section 2. Section 3 discusses the B-IoT 

layers, the security issues and vulnerabilities in B-IoT, 

including threats, attacks, and countermeasures. Sec-

tion 4 discusses the blockchain-based security solu-

tions in IoT and their various components, such as 

smart contracts, immutable data storage, consensus 

mechanisms, and identity and access management. 
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Section 5 discusses the use cases and applications of 

B-IoT in different sectors, including smart cities, 

transportation, energy and utilities, healthcare, and 

supply chain management. Section 6 analyzes the 

challenges and limitations of B-IoT, including scala-

bility, security vulnerabilities, and convergence 

challenges. Section 7 addresses the ethical and social 

issues of B-IoT, and finally concludes with a discus-

sion of future research directions and challenges. 

 

 

2  Overview of IoT and blockchain 

2.1  Concept and features of IoT 

The Internet of Things (IoT) refers to a network 

of interconnected physical objects, such as devices, 

sensors, vehicles, and buildings, that can collect and 

share data with each other and with other systems 

over the internet (Yunana et al., 2021). These objects 

can range from simple devices like home appliances 

and wearables to complex systems like smart cities 

and industrial machines. The main goal of IoT is to 

enable seamless communication and coordination 

between physical objects and digital systems, thereby 

improving efficiency, productivity, and quality of life. 

An IoT architecture (Fig. 1) typically includes 

devices or things, gateways, network infrastructure, 

cloud platforms, and applications. IoT devices or 

things are the physical objects that collect and trans-

mit data such as sensors, actuators, and smart devices. 

Gateways act as intermediaries between devices and 

the cloud, and perform data aggregation, filtering, and 

protocol translation. Network infrastructure includes 

wired and wireless networks that provide connectivity 

between devices, gateways, and the cloud. Cloud 

platforms provide data storage, virtual machines, 

processing, and analytics capabilities, which allow 

applications to access and analyze the data generated 

by devices, while cloud federations provide increased 

resilience, enhanced performance, and prevent vendor 

lock-in (Doyle et al., 2021). Finally, applications are 

the user-facing interfaces that allow users to interact 

with the system and make use of the data generated by 

devices. 

 

Fig. 1  Generic architecture of IoT 

One of the key features of IoT is its ability to 

generate large amounts of data from a wide range of 

sources, including sensors, cameras, and other de-

vices. This data can be used for a variety of purposes, 

such as real-time monitoring, predictive analytics, 

and automation. Another key feature of IoT is its 

ability to provide remote access and control of phys-

ical objects, allowing users to manage and interact 

with their environments from anywhere. IoT also has 

the potential to enable new business models and 

revenue streams, as well as new applications and 

services that were not previously possible (Bublitz et 

al., 2019). For example, IoT can be used to create new 

products and services that leverage the data and in-

sights generated by connected devices, such as per-

sonalized healthcare, predictive maintenance, and 

smart energy management. Despite its many benefits, 

IoT also poses significant challenges in terms of se-

curity, privacy, and interoperability (Colaković and 

Hadžialić, 2018). As more and more devices are 

connected to the internet, the risk of cyberattacks and 

data breaches increases, and the complexity of man-

aging and securing these devices becomes more dif-

ficult. Moreover, the lack of standardization and in-

teroperability among different IoT devices and sys-

tems can hinder their adoption and scalability. 

2.2  Concept and emergence of blockchain 

Blockchain is a distributed ledger technology 

that provides a secure and decentralized platform for 

recording and sharing data. It was first introduced in 
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2008 as part of a white paper authored by an unknown 

person or group going by the pseudonym Satoshi 

Nakamoto, which outlined the concept of a digital 

currency called Bitcoin. Blockchain was initially used 

as the underlying technology for Bitcoin to provide 

secure and transparent transactions between users 

without the need for a centralized intermediary such 

as a bank. 

Blockchain technology is built on a network of 

computers, called nodes, that work together to main-

tain a shared database of transactions (Zhao, 2019). A 

blockchain system is composed of multiple compo-

nents, including nodes, blocks, transactions, consen-

sus algorithms, and network protocols (Fig. 2). Nodes 

are the computing devices that participate in the 

blockchain network and store copies of the distributed 

ledger. Each node in the network stores a copy of the 

entire database, and every transaction that takes place 

on the network is recorded in a block, which is added 

to the chain of existing blocks in a permanent and 

unalterable way. This makes the data stored on the 

blockchain transparent, secure, and resistant to tam-

pering or hacking attempts. Nodes are further divided 

into two types: full nodes and light nodes. Full nodes 

maintain a complete copy of the blockchain and par-

ticipate in the validation and consensus processes, 

whereas light nodes only store a subset of the block-

chain and rely on full nodes for validation and con-

sensus. 

 

Fig. 2  Components of blockchain and their rela-

tionships 

Transactions are the data entries that contain 

information about the exchange of assets or infor-

mation between parties. They are validated using a 

consensus algorithm, which can vary depending on 

the specific blockchain implementation. Consensus 

algorithms are the rules that govern how nodes agree 

on the contents of the blockchain, including the val-

idation of new transactions and the creation of new 

blocks. Examples of consensus algorithms include 

Proof-of-Work (PoW), Proof-of-Stake (PoS), and 

Delegated Proof-of-Stake (DPoS). Once a transaction 

is validated, it is added to a block, which is linked to 

the previous block using cryptographic hashes to 

form a chain of blocks that cannot be modified 

without the agreement of the majority of the network. 

The blockchain database stores the data for each 

transaction and is linked together using cryptographic 

hashes to form a chain of blocks. Each block contains 

a hash of the previous block, creating an unbreakable 

chain. The database is distributed across all nodes in 

the network, ensuring that there is no central point of 

failure or vulnerability. The network protocol is the 

communication standard that allows nodes to ex-

change information and maintain the integrity of the 

blockchain. It ensures that all nodes on the network 

can communicate with each other securely and effi-

ciently. 

The typical flow of transactions between the 

nodes and the validation and consensus process works 

as follows (Fig. 3). The user sends a transaction to 

Node1, which forwards it to the network. The net-

work then sends the transaction to Node2, which 

requests validation from Node1. Node1 then requests 

validation from Node3. Node3 sends a validation 

response to Node1, which sends it to Node2. Node2 

then adds the validated transaction to the blockchain 

and sends a validation response to the network. The 

network then sends a validation response to Node3, 

which also adds the validated transaction to the 

blockchain. The blockchain database stores the data 

for each transaction and is linked together using 

cryptographic hashes to form a chain of blocks. Each 

transaction contains a hash of the previous block, 

creating an unbreakable chain. 

 

Fig. 3  Typical flow of a transaction in blockchain 
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The transaction validation process is shown in 

Fig. 4. This diagram depicts the flow of transactions 

and validation within a blockchain network. The ac-

tors involved are the User, who initiates the transac-

tion, and the various blockchain components, in-

cluding Node, Validation, Consensus Algorithm, 

Blockchain Database, and Network Protocol. The 

process begins with the User sending a transaction to 

a Node, which then propagates it throughout the 

network. The Node then requests validation from a 

Validation component, which responds with a valida-

tion result. The Node then requests consensus from a 

Consensus Algorithm, which sends a consensus result 

back to the Node. Once validated and confirmed by 

the Consensus Algorithm, the Node adds the transac-

tion to a Block, which contains validated transactions. 

The Block is then written to the Blockchain Database, 

along with the validated transaction. All nodes in the 

network can read and write to the Blockchain Data-

base. Throughout the process, the Validation com-

ponent informs the Consensus Algorithm of the val-

idation result, and the Consensus Algorithm informs 

the Validation component of the consensus result. The 

Block also requests validation from the Validation 

component. Finally, the Network Protocol is respon-

sible for sending and receiving data between nodes 

and maintaining network consensus. 

 

Fig. 4  Validation in blockchain 

One of the main features of blockchain tech-

nology is its ability to create a decentralized and 

trustless system that removes the need for intermedi-

aries or third parties. In a traditional system, a cen-

tralized intermediary, such as a bank, is required to 

facilitate transactions and ensure their security. 

However, in a blockchain-based system, transactions 

are verified and processed by the network of nodes, 

without the need for a centralized authority. Another 

key feature of blockchain technology is its immuta-

bility, which means that once a transaction is recorded 

on the blockchain, it cannot be altered or deleted. This 

causes blockchain to be a highly secure and tam-

per-proof system, making it suitable for a wide range 

of applications, from financial transactions to supply 

chain management and digital identity verification. 

Overall, the emergence of blockchain technology has 

created a new paradigm for secure and transparent 

data storage and sharing, with numerous potential 

applications in various industries (Kumar et al., 

2022b). 

2.3  IoT and blockchain integration 

The integration of IoT and blockchain has be-

come popular as businesses and industries seek to 

enhance the security, scalability, and transparency of 

their digital infrastructures (Abdelmaboud et al., 2022; 

Alzoubi et al., 2022; Tanwar et al., 2022). At a basic 

level, IoT devices generate a massive amount of data, 

which can be collected, analyzed, and stored in the 

cloud or on-premises (Bharathi Murthy et al., 2020). 

However, traditional centralized data storage and 

processing methods have significant limitations, in-

cluding security vulnerabilities and potential data 

breaches. Blockchain technology provides an inno-

vative solution to these issues by enabling distributed, 

decentralized storage and processing of data. By in-

tegrating IoT and blockchain, businesses can create a 

more secure and transparent digital infrastructure that 

allows for real-time data sharing, tracking, and veri-

fication (Tran et al., 2021). The decentralized nature 

of blockchain technology ensures that all parties in-

volved in a transaction have access to the same in-

formation, creating a more transparent and trustwor-

thy ecosystem. Blockchain’s immutable ledger sys-

tem ensures that data cannot be tampered with or 

manipulated, which provides greater security and 

reliability. One of the key benefits of the integration 

of IoT and blockchain is the ability to automate 

transactions through smart contracts (Pradhan et al., 

2022a). Smart contracts are self-executing digital 

contracts that allow for automatic verification and 

execution of terms and conditions. By incorporating 

smart contracts into IoT devices, businesses can au-

tomate processes, reduce transaction times, and in-
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crease efficiency (Zubaydi et al., 2023). Another 

important aspect of IoT and blockchain integration is 

the ability to track and verify the provenance of goods 

and products through supply chains. Blockchain pro-

vides a tamper-proof record of every transaction 

(Darbandi et al., 2022), which can be used to track 

products as they move through the supply chain. This 

can be particularly useful in industries such as food 

and beverage or pharmaceuticals, where transparency 

and traceability are critical for ensuring product 

safety and quality (Kavitha Margret et al., 2021). 

Integration of IoT and blockchain offers a range 

of benefits for businesses and industries looking to 

create a more secure, transparent, and efficient digital 

infrastructure. By leveraging the strengths of both 

technologies, businesses can create a more trustwor-

thy ecosystem that enables automated transactions, 

real-time data sharing, and secure product tracking. 

 

 

3  Layers, threats, and countermeasures of 

B-IoT 

3.1  B-IoT layers and components 

The architecture of B-IoT is a multi-layered ar-

chitecture that consists of several layers, each of 

which performs a specific function (Leng et al., 2022). 

The layers of B-IoT architecture are as follows: 

• The Perception Layer includes all the physical 

objects, sensors, and devices, such as temperature 

sensors, humidity sensors, motion sensors, and smart 

cameras, that are part of the IoT network. The per-

ception layer collects data from the physical world 

and sends it to the next layer for processing. 

• The Network Layer includes gateways and 

routers that manage the flow of data between the 

perception layer and the other layers of the system. 

This layer provides network connectivity and proto-

cols for data exchange. 

• The Data Processing Layer includes data 

storage, processing, and analysis components. The 

data processing layer uses various techniques to filter, 

aggregate, and analyze the data collected from the 

perception layer and prepare it for use in the applica-

tion layer. 

• The Application Layer is the topmost layer of 

the B-IoT architecture. This layer includes applica-

tions that use the data collected from the other layers 

for specific purposes. These applications could be 

related to smart homes, smart cities, healthcare, or 

other domains. 

The multi-layered architecture of B-IoT (Fig. 5) 

provides a systematic approach for designing and 

implementing IoT systems that are secure, scalable, 

and efficient. Each layer of the architecture plays a 

specific role in the overall system, and the compo-

nents of each layer work together to achieve the de-

sired functionality. 

 

Fig. 5  Generic multi-layered architecture of B-IoT 

In this diagram, the B-IoT system is represented 

as a multi-layered architecture, with the perception 

layer at the bottom, followed by the network layer, 

data processing layer, application layer, and finally 

the blockchain layer at the top. The IoT devices are 

represented by the device component, which collects 

sensor data and sends it to the perception layer. The 

perception layer processes the data and sends it to the 

network layer through wireless protocols. The net-

work layer aggregates the data and sends it to the 

processing layer for further analytics and processing. 

The application layer interacts with the processing 

layer and the blockchain layer to control the IoT de-

vices and execute smart contracts. Finally, the 
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blockchain layer provides secure storage for the data 

and smart contracts. 

3.2  Threats and attacks on B-IoT 

The integration of blockchain and IoT can im-

prove the overall security of IoT systems. However, 

B-IoT systems are still vulnerable to several threats 

and attacks that need to be addressed for successful 

implementation. 

One of the primary threats to B-IoT systems is 

the lack of proper authentication and access control 

mechanisms (Alzoubi et al., 2022). As B-IoT systems 

are decentralized, there is a need for secure and robust 

authentication mechanisms to ensure that only au-

thorized devices can participate in the network. A 

compromised device can introduce malicious code 

into the network, leading to security breaches and 

data theft (Singh et al., 2023). Another significant 

threat is the lack of data privacy in B-IoT systems 

(Zubaydi et al., 2023). Data generated by IoT devices 

is often sensitive, and privacy is critical for user ac-

ceptance and adoption. B-IoT systems require strong 

cryptographic protocols to ensure the privacy and 

confidentiality of data (Kumar et al., 2022a,b). 

Without proper encryption, attackers can easily in-

tercept and access sensitive data, leading to data 

breaches and financial losses (Hussain et al., 2022). 

B-IoT systems are also vulnerable to distributed 

denial of service (DDoS) attacks (Shah et al., 2022). 

As IoT devices have limited computing power and 

storage, they are more susceptible to DDoS attacks 

that can lead to service disruptions and system fail-

ures. Attackers can launch DDoS attacks by flooding 

the network with traffic, leading to an overload of 

devices and resulting in service disruptions. Malware 

and ransomware attacks are also significant threats to 

B-IoT systems (Kshetri, 2017). Malware can infect 

IoT devices and spread through the network, causing 

damage and leading to financial losses. Ransomware 

attacks can encrypt data and demand ransom pay-

ments, leading to data and financial losses. 

In summary, B-IoT systems are susceptible to 

various threats and attacks, including lack of authen-

tication and access control, data privacy breaches, 

DDoS attacks, malware attacks, and ransomware 

attacks. It is crucial to address these threats to ensure 

the successful implementation of B-IoT systems. 

 

3.3  Countermeasures to secure B-IoT systems 

As discussed in the previous section, B-IoT 

systems face various security threats and attacks, 

which can cause severe damages to the system and the 

users. Therefore, to ensure the security and privacy of 

B-IoT systems, several countermeasures have been 

proposed in the literature. In this section, we will 

discuss some of the essential countermeasures that 

can be applied to secure B-IoT systems. 

3.3.1 Access control 

Access control is a fundamental security mech-

anism that restricts unauthorized access to B-IoT 

systems (Bagga et al., 2022; Butun and Osterberg, 

2021; Shi and Li, 2019). Access control involves 

identifying and authenticating users, devices, and 

applications before granting them access to the sys-

tem resources. Access control can be implemented 

using various techniques, such as passwords, bio-

metrics, and digital certificates. It also involves the 

use of role-based access control (RBAC), which re-

stricts users to performing only the tasks that are 

relevant to their roles in the system. 

3.3.2 Encryption 

Encryption is another essential countermeasure 

for securing B-IoT systems (Tanwar et al., 2022). This 

involves the conversion of plaintext data into a ci-

phered format to prevent unauthorized access to the 

data. Encryption can be applied to various compo-

nents of B-IoT systems, such as data at rest, data in 

transit, and data in use. The two primary encryption 

techniques used in B-IoT systems are symmetric key 

encryption and asymmetric key encryption. Symmet-

ric key encryption involves the use of a single key for 

both encryption and decryption, whereas asymmetric 

key encryption uses two keys, i.e., a public key for 

encryption and a private key for decryption. 

3.3.3 Integrity 

Integrity is another crucial countermeasure for 

securing B-IoT systems (Singh et al., 2023; Zaman et 

al., 2022). This ensures that the data and system re-

sources are not tampered with or modified by unau-

thorized users. Integrity can be ensured using various 

techniques, such as hashing and digital signatures. 

Hashing involves the generation of a unique 

fixed-length value, known as a hash, for particular 
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input data. Any modification of the input data will 

result in a different hash value, which indicates data 

tampering. Digital signatures involve the use of 

asymmetric key encryption to provide authentication 

and integrity for digital messages. 

3.3.4 Secure communication 

Secure communication is essential to protect 

B-IoT systems from eavesdropping and 

man-in-the-middle attacks. This involves the use of 

secure communication protocols, such as Transport 

Layer Security (TLS) and Secure Sockets Layer 

(SSL), to encrypt the communication between the 

B-IoT components (Bagga et al., 2022). Secure 

communication protocols provide end-to-end en-

cryption, ensuring that the communication remains 

confidential and protected from unauthorized access 

during data streaming (Venčkauskas et al., 2018). 

3.3.5 Security analytics 

Security analytics involves the use of data anal-

ysis techniques to identify potential security threats 

and attacks in B-IoT systems (Saba et al., 2022). It 

uses machine learning algorithms and artificial intel-

ligence techniques to analyze the system logs and 

network traffic to detect anomalies and suspicious 

activities (Alam, 2023; Darbandi et al., 2022; Ogun-

dokun et al., 2022b). Security analytics can also be 

used to predict potential security threats and proac-

tively take measures to prevent them (Li et al., 2021). 

3.3.6 Blockchain technology 

Blockchain technology provides an additional 

layer of security for B-IoT systems by ensuring im-

mutability, transparency, and decentralization. It can 

be used to store the B-IoT system data, transactions, 

and logs in a distributed ledger, ensuring that the data 

cannot be tampered with or modified by unauthorized 

users. Blockchain technology also provides smart 

contract functionality, which enables the execution of 

automated contract terms between different B-IoT 

components. B-IoT systems face various security 

threats and attacks, which can cause significant 

damage to the system and the users. Therefore, it is 

essential to apply appropriate countermeasures to 

ensure the security and privacy of B-IoT systems. The 

countermeasures discussed in this section, such as 

access control, encryption, integrity, secure commu-

nication, security analytics, and blockchain technol-

ogy, can be used in combination. 

3.4  Mathematical model for B-IoT security 

In the context of B-IoT, mathematical models 

can be used to represent security threats and vulner-

abilities and to develop efficient security solutions. A 

mathematical model is essentially a set of equations 

or algorithms that can be used to simulate the be-

havior of a system. In the context of B-IoT security, 

mathematical models can be used to simulate the 

behavior of various attack scenarios and to evaluate 

the effectiveness of different security mechanisms. 

One of the key challenges in B-IoT security is to 

develop efficient security mechanisms that can pro-

tect against a wide range of attacks. Mathematical 

models can be used to analyze the security of B-IoT 

systems and to identify vulnerabilities that could be 

exploited by attackers. For example, mathematical 

models can be used to analyze the performance of 

various encryption and authentication algorithms and 

to determine the level of security they provide. In 

addition to analyzing the security of B-IoT systems, 

mathematical models can also be used to develop new 

security mechanisms. For example, researchers have 

developed mathematical models that can be used to 

simulate the behavior of a blockchain-based security 

system and to evaluate its effectiveness. Mathemati-

cal models can also be used to develop new crypto-

graphic algorithms that can provide stronger security 

guarantees for B-IoT systems. By using mathematical 

models to analyze and develop security mechanisms, 

researchers can gain a deeper understanding of the 

security threats facing B-IoT systems and develop 

more effective solutions for protecting these systems 

from attack. 

The Markov chain is a mathematical model that 

can be used to analyze the behavior of a system over 

time. It consists of a set of states and transition 

probabilities between those states. In the context of 

B-IoT security, the Markov chain can be used to 

model the behavior of the system with respect to 

security threats and attacks (Wang et al., 2019b). The 

Markov chain model for B-IoT security can be con-

structed by defining the states of the system based on 

its security status. For example, a system can be in a 

secure state, compromised state, or in the process of 

being compromised. The transition probabilities be-
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tween these states can be estimated based on the 

likelihood of a security threat or attack occurring. The 

Markov chain model can be used to analyze the ef-

fectiveness of security measures in the B-IoT system. 

For example, the model can be used to evaluate the 

impact of implementing a new security protocol on 

the overall security of the system. The model can also 

be used to identify the weakest links in the system and 

the areas that require the most attention in terms of 

security. 

Suppose we have a B-IoT system that consists of 

three layers: the perception layer, network layer, and 

application layer. Each layer has two states: secure 

and insecure. We can represent the states of the B-IoT 

system using a Markov chain as follows: Assuming 

that we have N states in the Markov chain model, the 

state transition probabilities can be represented by the 

transition probability matrix P 

 

P = [pij],i,j = 1,..., N, 

 

where pij is the probability of transitioning from state 

i to state j. Let X(t) = [x1(t), x2(t), , xN(t)] be a vector 

representing the probabilities of being in each state at 

time t. Then, the Markov chain model can be de-

scribed by the following equation: 

 

X(t + 1) = X(t) × P 

 

where × denotes matrix multiplication. To incorporate 

security into the model, we can assign a security level 

to each state, representing the level of security asso-

ciated with the corresponding state. Let S = [s1, s2, , 

sN] be a vector representing the security levels of the 

N states. Then, the overall security level of the system 

at time t can be computed as 

 

Security(t) = X(t) × S 

 

where Security(t) is a scalar representing the overall 

security level of the system at time t. To analyze the 

security of the system, we can use various techniques 

such as analyzing the steady-state probabilities, 

computing the expected time to reach a certain secu-

rity level, or analyzing the effect of perturbations on 

the system’s security. In this Markov chain, each state 

represents a particular configuration of the B-IoT 

system. For example, State 1 represents a B-IoT sys-

tem where the perception layer and network layer are 

both secure, and the application layer may be in either 

a secure or insecure state. The transitions between 

states represent the probability of moving from one 

configuration to another. For example, if the B-IoT 

system is in State 1, there is a certain probability of 

transitioning to State 2, where the perception layer is 

secure but the network layer is insecure. Using the 

Markov chain model, we can compute the probability 

of the B-IoT system being in a particular state at a 

given time. We can also use the model to analyze the 

behavior of the B-IoT system under different condi-

tions, such as changes in the security of individual 

layers or the overall system. This analysis can help us 

identify potential vulnerabilities in the B-IoT system 

and design more effective security solutions. 

 

 

4  Blockchain-based Security Solutions in 

IoT 

4.1 Smart contracts and decentralized control 

Smart contracts and decentralized control are 

two blockchain-based security solutions that can be 

utilized in IoT to enhance security and privacy. 

Smart contracts are self-executing contracts that 

are built on top of blockchain technology (Singh et al., 

2023). They are automated programs that run on a 

blockchain network and are designed to facilitate, 

verify, and enforce the negotiation or performance of 

a contract. Smart contracts can be utilized in IoT to 

automate the execution of certain tasks and enforce 

specific conditions or rules. For example, a smart 

contract could be programmed to automatically re-

lease payment once a certain condition is met, such as 

the successful delivery of a product. This can help 

reduce the risk of fraud and errors, and improve effi-

ciency and transparency (Xiong et al., 2022). 

Decentralized control is another block-

chain-based security solution that can be utilized in 

IoT (Singh et al., 2023; Wenhua et al., 2023). Decen-

tralized control refers to the distribution of control 

and decision-making power across a network, rather 

than relying on a single central authority or entity. In 

the context of IoT, decentralized control can be 

achieved through the use of blockchain technology, 

which allows for the creation of a decentralized net-

work of devices that can communicate and share data 
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securely and transparently. This can help prevent 

unauthorized access or tampering, and improve re-

silience and scalability. 

4.2 Immutable data storage 

Immutable data storage is a key aspect of 

blockchain-based security solutions in IoT. In tradi-

tional data storage systems, data can be easily altered 

or deleted, creating security vulnerabilities. However, 

with blockchain, data is stored in a tamper-proof and 

immutable way. Once data is added to the blockchain, 

it cannot be modified or deleted without the consen-

sus of the network, making it highly secure. In the 

context of IoT, immutable data storage can be used to 

store important information such as sensor data, de-

vice logs, and transaction records. For example, in a 

supply chain management system, blockchain can be 

used to store information about the origin and history 

of a product. This information can be securely ac-

cessed by stakeholders throughout the supply chain, 

providing transparency and traceability. One of the 

benefits of immutable data storage in blockchain is 

that it provides a high level of integrity and authen-

ticity. Data stored on the blockchain can be verified as 

authentic, and the source of the data can be traced 

back to its origin. This makes it difficult for malicious 

actors to tamper with or forge data. 

4.3 Identity and access management 

Identity and Access Management (IAM) is a 

security solution that helps manage user access to 

systems, networks, and applications. IAM can be 

implemented in B-IoT systems using blockchain 

technology to ensure that identities are secure and 

tamper-proof. IAM provides secure access control to 

B-IoT devices and networks, ensures privacy, and 

protects against unauthorized access. In a block-

chain-based IAM system, each user has a unique 

identity that is stored on the blockchain. The user’s 

identity is verified through the use of digital signa-

tures and private keys, which are securely stored on 

the blockchain. The user’s identity and access rights 

are then associated with a smart contract that is stored 

on the blockchain. In addition to access control, IAM 

can be used to manage device identities. Each device 

in the B-IoT system can be assigned a unique identity 

that is stored on the blockchain. This identity can be 

used to authenticate the device and ensure that it is 

communicating with authorized nodes in the network. 

By using blockchain technology for IAM, B-IoT 

systems can benefit from enhanced security, trans-

parency, and privacy. The use of digital signatures and 

smart contracts ensures that access control policies 

are enforced consistently and transparently, while the 

use of immutable data storage ensures that identities 

are secure and tamper-proof. 

4.4 Consensus mechanisms 

Consensus mechanisms play a vital role in en-

suring the security and integrity of the data stored in a 

blockchain-based IoT system (Ferrag and Shu, 2021). 

In a decentralized network, where there is no cen-

tralized authority, a consensus mechanism is required 

to validate transactions and maintain the integrity of 

the data (Wadhwa et al., 2022). Consensus mecha-

nisms ensure that all nodes in the network have a copy 

of the same data and that no malicious actors can alter 

the data without being detected. There are different 

types of consensus mechanisms used in block-

chain-based IoT systems, including Proof of Work 

(PoW), Proof of Stake (PoS), Delegated Proof of 

Stake (DPoS), and Practical Byzantine Fault Toler-

ance (PBFT). PoW is the most well-known and 

widely used consensus mechanism in block-

chain-based systems, including Bitcoin and Ethereum. 

In PoW, nodes in the network compete to solve com-

plex mathematical problems, and the first node to 

solve the problem gets to add the next block to the 

blockchain. This process is energy-intensive and slow, 

which is why other consensus mechanisms, such as 

PoS and DPoS, have emerged. PoS and DPoS use a 

different approach to achieve consensus in the net-

work. In PoS, nodes are selected to validate transac-

tions based on the amount of cryptocurrency they 

hold, while in DPoS, nodes are elected by the com-

munity to validate transactions. Both PoS and DPoS 

are faster and more energy-efficient than PoW, but 

they require a high level of trust in the nodes selected 

to validate transactions. PBFT is a consensus mech-

anism used in permissioned blockchain networks, 

where nodes are known and trusted. In PBFT, nodes 

in the network agree on the order of transactions 

through a voting process, and the transactions are 

added to the blockchain once a majority of nodes 

agree on the order. Overall, consensus mechanisms 

are a critical component of blockchain-based IoT 
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systems and ensure that the data stored in the network 

is secure and immutable (Bagga et al., 2022). 

 

 

5  Use cases and applications of B-IoT 

 

B-IoT has multiple applications (Krichen et al., 

2022). In this article, we discuss only a few of them. 

5.1  Supply chain management 

Blockchain-based IoT has immense potential to 

transform the supply chain industry by increasing 

transparency, traceability, and efficiency (Ari-

as-Aranda et al., 2021; Leng et al., 2022). The de-

centralized nature of blockchain and the real-time 

tracking and monitoring capabilities of IoT can help 

streamline the supply chain processes and reduce 

costs. One application of B-IoT in supply chain 

management is in the tracking and tracing of goods 

from the point of origin to the final destination. By 

leveraging RFID sensors and blockchain technology, 

supply chain managers can track and monitor the 

movement of goods, ensuring that they are delivered 

in a timely and secure manner. This can help reduce 

the risk of theft, loss, and counterfeiting, while also 

improving the overall efficiency of the supply chain. 

Another application of B-IoT in supply chain man-

agement is in the optimization of inventory man-

agement. By using IoT sensors to monitor inventory 

levels in real-time and blockchain technology to se-

curely store and share data, supply chain managers 

can optimize inventory levels, reduce the risk of 

stockouts, and increase efficiency. Smart contracts 

can also be used in supply chain management to au-

tomate various processes, such as payment and de-

livery. By using blockchain-based smart contracts, 

supply chain managers can ensure that payments are 

made only when goods are delivered, reducing the 

risk of fraud and improving transparency. 

Further, we discuss an example scenario of an 

inventory management system implemented on B-IoT 

(Fig. 6). 

 

Fig. 6  An example of an inventory management 

system implemented using B-IoT 

In this scenario, a user requests an update on 

inventory levels from the inventory system. The in-

ventory system retrieves inventory data from the 

blockchain, which provides a secure and tam-

per-proof record of inventory levels. The inventory 

system then displays the inventory data to the user. 

When the user requests a purchase order, the inven-

tory system sends a transaction to the blockchain to 

confirm the purchase order. The blockchain confirms 

the transaction and sends the confirmation back to the 

inventory system, which then sends a confirmation of 

the purchase order to the user. 

This process ensures that inventory levels are 

accurately tracked and that purchase orders are se-

curely and transparently processed. 

B-IoT has the potential to transform the supply 

chain industry by increasing transparency, traceability, 

and efficiency, while also reducing costs and im-

proving customer satisfaction. 

5.2  Healthcare and assisted living 

The integration of blockchain technology and 

IoT has several applications in healthcare and assisted 

living, offering solutions for data security, privacy, 

and trust (Alam et al., 2022; Bigini et al., 2020; Ratta 

et al., 2021). For example, blockchain was recently 

adopted for COVID-19-related information sharing 

(Aslan and Ata şen, 2021) and ensuring authenticity 

of vaccine vials (Chauhan et al., 2021). Here are some 

of the applications of B-IoT in healthcare and assisted 

living: 

• Medical data management: The use of B-IoT 

can improve the management of medical data, in-

cluding electronic health records, medical images 
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(Praveen et al., 2022; Vulli et al., 2022), and other 

health-related information (Srinivasu et al., 2021). 

With blockchain technology, medical data can be 

securely stored and shared among healthcare provid-

ers, patients, and other authorized parties (Pradhan et 

al., 2022b). 

• Clinical trials: Blockchain technology can be 

used to improve the efficiency and transparency of 

clinical trials. The use of smart contracts can help 

automate the process of data collection, patient re-

cruitment, and compensation for participants (Ghosh 

et al., 2023). The immutable nature of the blockchain 

ensures that all data is tamper-proof and transparent, 

improving the credibility of the results. 

• Medication tracking and authentication: B-IoT 

can be used to track the medication supply chain, 

ensuring that drugs are authentic and not counterfeit 

(Kumar et al., 2022c). By placing sensors on medi-

cation packaging, the blockchain can record the 

movement of drugs from the manufacturer to the 

patient, ensuring that the medication has not been 

tampered with. 

• Remote patient monitoring: IoT devices can be 

used to monitor patients remotely, collecting data on 

vital signs, medication compliance, and other 

health-related metrics (Ghosh et al., 2023). The use of 

blockchain technology ensures that this data is secure 

and private, providing patients with more control over 

their health data. 

• Assisted living: B-IoT can be used to create 

smart homes that cater to the needs of elderly and 

disabled individuals. Sensors can be placed 

throughout the home to monitor the individual’s 

movements and detect falls (Florea et al., 2022). The 

data collected by these sensors can be securely stored 

on the blockchain, ensuring the privacy and security 

of the individual’s health data. 

Further, we describe an example scenario of a 

remote patient monitoring system implemented on 

B-IoT (Fig. 7). 

 

Fig. 7  An example of a remote patient monitoring 

system implemented on B-IoT 

 

In this scenario, the patient wears a device that 

collects data on their health, such as heart rate and 

activity levels. This data is sent to a gateway, which 

then stores it on the blockchain for secure and tam-

per-proof storage. Healthcare providers can then ac-

cess this data by querying the blockchain. The gate-

way sends a query to the wearable device to display 

the data to the patient. This allows for remote patient 

monitoring, allowing healthcare providers to monitor 

the patient’s health status and adjust treatment plans 

as necessary. 

Overall, the integration of B-IoT in healthcare 

and assisted living can improve the efficiency, trans-

parency, and security of medical data management 

and improve the quality of life for patients. 

5.3  Energy and utilities 

Blockchain-based IoT (B-IoT) can be utilized in 

energy and utility management to increase efficiency, 

transparency, and security (Li et al., 2023; Pradhan et 

al., 2022c,d). Here are some potential applications of 

B-IoT in this field: 

• Smart Grid Management: B-IoT can be used to 

build smart grids that allow for more efficient and 

reliable energy distribution. Devices such as smart 

meters and sensors can be integrated into the grid to 

monitor energy consumption and identify areas of 

wastage. The data collected can be stored on the 

blockchain, providing a tamper-proof record that can 

be used for auditing and verification purposes. 

• Renewable Energy Trading: With B-IoT, re-

newable energy sources such as solar panels and wind 

turbines can be connected to the grid and their output 

can be tracked and recorded on the blockchain. This 
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allows for the creation of a decentralized energy 

marketplace where excess energy can be sold to other 

consumers. 

• Asset Tracking: B-IoT can be used to track 

energy assets such as power plants, transformers, and 

transmission lines. The data collected can be used to 

identify maintenance needs and predict failures, re-

ducing downtime and increasing overall system effi-

ciency. 

• Billing and Payment: With B-IoT, energy 

consumption can be accurately measured and rec-

orded on the blockchain, enabling automatic billing 

and payment processing. This eliminates the need for 

manual meter readings and reduces the risk of fraud. 

• Demand Response: B-IoT can be used to 

monitor and manage energy demand in real time. By 

using smart devices such as thermostats and lighting 

controls, energy consumption can be reduced during 

periods of peak demand, reducing strain on the grid 

and avoiding blackouts. 

Further, we describe an example scenario of how 

B-IoT could be used in a smart grid management 

system (Fig. 8). The smart grid system consists of 

smart meters, sensors, and other IoT devices that are 

connected to the grid. The data collected by these 

devices is stored on the blockchain, providing a se-

cure and tamper-proof record of energy consumption 

and distribution. The system can analyze this data to 

identify areas of high energy consumption and 

wastage, allowing for more efficient distribution and 

usage of energy. The blockchain can also be used to 

track the generation and distribution of renewable 

energy sources such as solar and wind power. Smart 

contracts can be used to automate billing and payment 

processes, ensuring that consumers are accurately 

charged for their energy usage. The system can also 

provide real-time data on energy demand and adjust 

energy distribution accordingly, reducing the risk of 

blackouts and other disruptions. With B-IoT, the 

smart grid system is more efficient, transparent, and 

secure, providing benefits to both energy providers 

and consumers. 

 

 

 

Fig. 8  An example of smart grid management 

using B-IoT 

5.4  Smart cities and transportation 

B-IoT has the potential to revolutionize the way 

we live, work, and interact with the world around us. 

Smart cities and transportation are two areas where 

B-IoT can make a significant impact (Alam, 2023; 

Sunny et al., 2022). In a smart city, B-IoT can be used 

to monitor and manage various aspects of the urban 

environment, such as traffic flow, energy consump-

tion, waste management, and air quality. By collect-

ing and analyzing data from various sensors and de-

vices, B-IoT can help city administrators make more 

informed decisions about how to allocate resources 

and respond to emergencies. For example, in a traffic 

management system, B-IoT can be used to collect 

real-time data about traffic flow, road conditions, and 

accidents. This data can be analyzed to optimize traf-

fic flow, reduce congestion, and improve safety. In a 

waste management system, B-IoT can be used to 

monitor trash levels in bins and optimize garbage 

collection routes, reducing costs and environmental 

impact. 

In transportation, B-IoT can be used to improve 

safety, efficiency, and sustainability. By collecting 

and analyzing data from sensors and devices on ve-

hicles, B-IoT can provide insights into driver behavior, 

road conditions, and vehicle performance. For ex-

ample, in a fleet management system, B-IoT can be 

used to monitor the location, speed, and fuel con-

sumption of vehicles. This data can be analyzed to 

optimize routes, reduce fuel consumption, and im-

prove safety. In a transportation network, B-IoT can 

be used to monitor traffic flow and provide real-time 

updates to drivers, reducing congestion and travel 

time. Thus, B-IoT has the potential to transform smart 

cities and transportation by providing a wealth of data 

and insights that can be used to optimize resources, 

improve safety, and reduce environmental impact. 

However, it is important to address the challenges and 

vulnerabilities associated with B-IoT to ensure its 

successful implementation in these areas. 
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We present and analyze an example scenario of a 

traffic management system implemented on B-IoT as 

an example (Fig. 9). 

 

Fig. 9  An example of a traffic management sce-

nario using B-IoT 

The traffic management system collects re-

al-time traffic data from various IoT devices such as 

traffic sensors, GPS trackers, and cameras. The col-

lected data is transmitted to the Network Layer of the 

B-IoT system, where it is processed and analyzed to 

identify traffic patterns, congestion, and other traf-

fic-related issues. The analyzed data is then trans-

mitted to the Data Processing Layer, where it is fur-

ther processed and aggregated to generate insights 

and predictions about future traffic conditions. Based 

on the generated insights, the Application Layer of 

the B-IoT system takes actions to optimize traffic 

flow and reduce congestion, such as adjusting traffic 

signals, redirecting traffic, and providing real-time 

traffic updates to drivers. The B-IoT system also 

leverages blockchain technology to ensure the secu-

rity and integrity of the collected data and the actions 

taken based on it. 

In this scenario, the Traffic Management Center 

is the actor that initiates the traffic management pro-

cess. The Traffic Management Center requests traffic 

data from the Road Sensors, which then sends the data 

back to the Traffic Management Center. The Traffic 

Management Center then updates the traffic light 

signals through the Traffic Light Controller and con-

firms the updates with the controller. If there is an 

emergency situation, the Traffic Management Center 

dispatches emergency services and confirms the dis-

patch with the Emergency Services provider. This 

sequence diagram represents the interactions between 

the different components in a traffic management 

system implemented on B-IoT. Therefore, the 

B-IoT-based traffic management system provides a 

comprehensive and efficient solution for managing 

traffic in real time, improving traffic flow, and re-

ducing congestion on the roads. 

 

 

6  Challenges and limitations in B-IoT 

6.1  Scalability issues 

Scalability is a significant challenge that arises 

when integrating blockchain with the IoT (Kashyap et 

al., 2022; Taherdoost, 2023). The B-IoT network must 

be able to manage a large number of devices that 

generate a tremendous amount of data. A blockchain 

can become congested and slow when it is over-

whelmed by a high volume of transactions, which can 

impact the performance and efficiency of the IoT 

devices connected to it. One of the primary reasons 

for scalability issues in B-IoT is the consensus 

mechanism. Traditional consensus algorithms like 

Proof of Work (PoW) and Proof of Stake (PoS) are 

not suitable for B-IoT networks because they are 

computationally intensive and require a lot of energy 

to operate. As a result, they can lead to slow pro-

cessing times and high transaction costs, which are 

detrimental to IoT applications. To address scalability 

issues, new consensus algorithms, such as Proof of 

Elapsed Time (PoET), Delegated Proof of Stake 

(DPoS), and Practical Byzantine Fault Tolerance 

(PBFT), have been developed. These algorithms are 

designed to be more energy-efficient and faster than 

traditional consensus algorithms, which can help to 

improve the scalability of B-IoT networks. Another 

approach to improving scalability in B-IoT is through 

the use of off-chain scaling solutions. These solutions 

involve moving some of the transaction processing 

off the main blockchain network, which can help 

reduce congestion and improve the overall perfor-

mance of the network. In summary, scalability is a 

significant challenge in B-IoT due to the large number 

of IoT devices connected to the network, and the 

amount of data generated by these devices. To address 

this challenge, new consensus algorithms and 

off-chain scaling solutions are being developed to 

improve the scalability of B-IoT networks. 
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6.2  Security vulnerabilities 

Despite its potential advantages, B-IoT is vul-

nerable to various security threats due to its distrib-

uted and decentralized nature (Altaf et al., 2022; 

Singh et al., 2023). These vulnerabilities include the 

following: 

• Sybil attacks, which occur when a malicious 

actor creates multiple fake identities to take control of 

a network or generate false data to manipulate the 

system. 

• Denial-of-service (DoS) attacks involve 

overwhelming the network with a flood of requests, 

making it unavailable to legitimate users (Ali et al., 

2022; Shah et al., 2022). 

• Eavesdropping and Man-in-the-Middle (MitM) 

attacks: Eavesdropping occurs when an attacker in-

tercepts the communication between two devices, 

while a MitM attack occurs when an attacker inter-

cepts and alters the communication between two 

devices. 

• Tampering involves unauthorized changes to 

data or device configurations, leading to the loss of 

integrity and confidentiality of data. 

• Insider attacks are carried out by an authorized 

user who exploits their access to the network to cause 

harm. 

• Botnet attacks are any attacks that distribute 

and scale using a botnet—a network of bots and de-

vices connected together to achieve the same objec-

tive (Alharbi et al., 2021). 

These security vulnerabilities could have severe 

consequences, such as data theft, unauthorized access, 

and other types of malicious activities, which could 

compromise the integrity and confidentiality of data, 

as well as the availability and performance of the 

system. It is, therefore, essential to implement ap-

propriate security measures to address these vulnera-

bilities and ensure the safety and integrity of the 

B-IoT system and security awareness (Grigaliunas et 

al., 2021). Such measures may include the use of 

encryption, access control, and blockchain-based 

solutions such as smart contracts, consensus mecha-

nisms, and identity management. 

6.3  Convergence challenges 

Convergence is a critical aspect of the Block-

chain-based Internet of Things (B-IoT) ecosystem, 

which refers to the integration of various technologies 

and devices in a unified network to achieve a common 

goal (Maroufi et al., 2019). Convergence of B-IoT 

systems presents significant challenges that need to 

be addressed to ensure efficient and effective func-

tioning. Some of the critical convergence challenges 

in B-IoT include the following: 

• Interoperability: Interoperability refers to the 

ability of different B-IoT systems and devices to 

communicate and share data seamlessly across dif-

ferent platforms. However, different B-IoT devices 

and platforms are built using different protocols, 

standards, and technologies, making it difficult for 

them to communicate and interoperate effectively. 

Interoperability issues can lead to data loss, system 

downtime, and security breaches. 

• Scalability: B-IoT networks are expected to 

grow exponentially in the future, which raises scala-

bility challenges for the system. Scalability refers to 

the ability of a system to accommodate increasing 

amounts of data and traffic without compromising its 

performance and efficiency. However, the decentral-

ized nature of B-IoT systems presents scalability 

challenges, because the processing power and storage 

capacity of each node are limited. 

• Security: B-IoT systems are highly vulnerable 

to security breaches due to their distributed and de-

centralized nature, which makes them more suscep-

tible to cyberattacks, data theft, and other security 

threats. Security convergence challenges arise when 

different B-IoT devices and systems need to com-

municate and share data securely across the network. 

• Data Management: B-IoT systems generate 

vast amounts of data that need to be collected, pro-

cessed, and managed effectively to achieve their ob-

jectives. However, convergence challenges arise 

when different B-IoT devices and platforms use dif-

ferent data formats, storage mechanisms, and pro-

cessing methods. 

Addressing convergence challenges in B-IoT 

requires collaboration among various stakeholders, 

including device manufacturers, software developers, 

standards organizations, and regulatory bodies. Some 

of the proposed solutions for addressing convergence 

challenges in B-IoT include the use of open standards, 

common protocols, and interoperability frameworks. 

Additionally, the integration of Artificial Intelligence 

and Machine Learning techniques in B-IoT systems 

can help improve their performance, scalability, and 
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security (Atlam et al., 2020; Ogundokun et al., 

2022a). 

6.4  Computational complexity and energy effi-

ciency 

The integration of blockchain and IoT introduces 

various challenges, such as the need for efficient re-

source utilization, including memory space and pro-

cessing power. Different blockchain methods may 

have varying computational requirements, which can 

impact the performance of IoT systems. Some tech-

niques, such as proof-of-work (PoW), are known to 

be computationally intensive, requiring significant 

amounts of computational power and time for mining 

and validating blocks. This can result in higher energy 

consumption and longer transaction processing times. 

On the other hand, alternative consensus mechanisms 

like proof-of-stake (PoS) or delegated proof-of-stake 

(DPoS) aim to address the computational complexity 

and energy inefficiency issues associated with PoW. 

These methods typically require less computational 

power and energy consumption, making them more 

suitable for resource-constrained IoT devices. 

6.4.1  Computational complexity of blockchain con-

sensus mechanisms 

The computational complexity of blockchain 

consensus mechanisms can be analyzed using Big-O 

notation, which provides a way to express the scala-

bility and efficiency of algorithms as the size of the 

input grows. Different consensus mechanisms have 

varying computational complexities, impacting the 

performance and resource requirements of the 

blockchain system (Bamakan et al., 2020). 

Proof-of-Work (PoW) is one of the most widely 

known consensus mechanisms, and is used in cryp-

tocurrencies like Bitcoin. The computational com-

plexity of PoW is typically expressed as O(n), where 

n represents the number of computations required to 

find a valid hash that satisfies the difficulty criteria. 

The difficulty level is adjusted to maintain a con-

sistent block creation time, which affects the com-

putational effort and energy consumption required for 

mining. 

Proof-of-Stake (PoS) is an alternative consensus 

mechanism that selects validators based on their stake 

or ownership of cryptocurrency. The computational 

complexity of PoS is generally expressed as O(1) 

since the selection process does not depend on solving 

complex mathematical puzzles. However, the precise 

complexity may vary depending on the specific im-

plementation. 

Delegated Proof-of-Stake (DPoS) is a variation 

of PoS where a limited number of trusted validators 

are elected to validate transactions and produce 

blocks. The computational complexity of DPoS is 

also expressed as O(1), because the validator selec-

tion process is typically based on voting or reputation. 

Practical Byzantine Fault Tolerance (PBFT) is a 

consensus mechanism used in permissioned block-

chain networks. It achieves consensus through a se-

ries of rounds of message exchanges and voting. The 

computational complexity of PBFT is expressed as 

O(n2), where n represents the number of participating 

nodes. The quadratic complexity arises due to the 

need for message exchanges and multiple rounds of 

voting. 

Proof of Weight (PoWeight) is a blockchain 

consensus mechanism that incorporates elements 

from other consensus mechanisms, such as PoS. Par-

ticipants’ influence or weight in the network is de-

termined by factors like the number of tokens they 

hold or their reputation. This mechanism aims to 

achieve consensus by giving more decision-making 

power to participants with higher weight, promoting a 

more decentralized and democratic network. The 

computational complexity of PoWeight depends on 

the specific implementation, because it combines 

elements of other consensus mechanisms. For exam-

ple, if PoWeight incorporates PoS, the computational 

complexity would be similar to PoS, typically ex-

pressed as O(1), because the selection process does 

not involve solving complex mathematical puzzles. 

Proof of Burn (PoB) is a consensus mechanism 

where participants demonstrate their commitment to 

the network by burning or destroying a certain 

amount of cryptocurrency tokens. This action is ir-

reversible and provides proof of dedication and 

trustworthiness. PoB encourages long-term com-

mitment to the network and can reduce the influence 

of participants who may try to manipulate the system 

by acquiring a large number of tokens. The computa-

tional complexity of PoB is generally expressed as 

O(1), because the burning process does not involve 

complex computations or cryptographic puzzles. It 

mainly requires the destruction or sacrifice of cryp-
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tocurrency tokens to prove commitment to the net-

work. 

Proof of Capacity (PoC) is a consensus mecha-

nism that utilizes participants’ available storage ca-

pacity to determine their mining power (Dziem-

bowski et al., 2015). Participants allocate a portion of 

their storage space to the blockchain network, and 

mining operations are performed based on this allo-

cated capacity. PoC is known for its energy efficiency, 

because it requires less computational power com-

pared to other mechanisms like Proof of Work (PoW), 

making it more environmentally friendly. The com-

putational complexity of PoC is primarily determined 

by the storage and retrieval operations associated with 

the allocated disk space or storage capacity. The 

complexity is typically expressed as O(n), where n 

represents the amount of storage space allocated for 

mining. 

Proof of Importance (PoI) is a consensus 

mechanism that takes into account participants’ im-

portance or reputation within the network. It consid-

ers factors like transaction history, network activity, 

and stake in the system to determine the weight of 

participants. By giving more influence to active and 

committed participants, PoI aims to achieve consen-

sus in a way that aligns with the best interests of the 

network and its stakeholders. The computational 

complexity of PoI varies depending on the specific 

implementation. In PoI, the selection of participants 

for block validation is influenced by their importance 

in the network, often considering factors such as 

transaction history and network activity. The exact 

complexity would depend on the algorithm used to 

calculate the importance score. 

These complexities represent the computational 

effort required for the consensus mechanism itself and 

do not account for additional overhead introduced by 

network communication, data storage, or transaction 

processing. 

6.4.2  Energy efficiency of blockchain consensus 

mechanisms 

Energy efficiency is a critical consideration in 

blockchain consensus mechanisms, particularly as 

energy consumption has become a significant concern 

in blockchain networks (Sedlmeir et al., 2020). PoW 

consensus mechanisms, such as those used in Bitcoin, 

are known for their high energy consumption. The 

energy efficiency of PoW is typically measured by the 

ratio of energy expended to secure the network versus 

the number of transactions processed. The higher the 

computational complexity of PoW, the more energy it 

consumes to solve the cryptographic puzzles and 

validate blocks. 

PoS consensus mechanisms offer potential im-

provements in energy efficiency compared to PoW. In 

PoS, energy consumption is significantly reduced as 

the consensus process relies on participants’ stake or 

ownership of cryptocurrency, rather than extensive 

computational work. However, the energy efficiency 

of PoS can vary depending on the specific imple-

mentation and the distribution of stakes among par-

ticipants. 

DPoS is another consensus mechanism that aims 

to enhance energy efficiency. DPoS reduces the 

number of participants involved in block validation, 

allowing for faster block confirmation times and 

lower energy consumption compared to PoW or PoS. 

By relying on a limited number of trusted validators, 

DPoS reduces the computational and energy re-

quirements for consensus. 

PBFT, used in permissioned blockchain net-

works, achieves consensus through a series of mes-

sage exchanges and voting. Although PBFT offers 

high throughput and low latency, its energy efficiency 

depends on the number of participating nodes and the 

communication overhead incurred during the con-

sensus process. 

PoWeight’s energy efficiency depends on the 

underlying consensus mechanisms it incorporates. If 

it incorporates energy-efficient mechanisms like PoS, 

it can offer improved energy efficiency compared to 

energy-intensive mechanisms like Proof of Work 

(PoW). However, the energy efficiency can still vary 

based on the implementation details and the distribu-

tion of weights among participants. 

PoB is often considered energy-efficient as it 

does not require extensive computational work like 

PoW. By burning existing tokens, participants 

demonstrate a financial commitment, reducing the 

need for energy-intensive mining activities. As a re-

sult, PoB can offer improved energy efficiency 

compared to PoW. 

PoC is known for its energy efficiency because 

the mining process mainly relies on the capacity to 

store and retrieve data. It requires significantly less 
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computational power compared to PoW or PoS, re-

sulting in reduced energy consumption during the 

mining process. 

PoI can offer improved energy efficiency com-

pared to energy-intensive consensus mechanisms like 

PoW. By considering factors beyond computational 

power, such as network participation and activity, PoI 

encourages stakeholder involvement and reduces the 

need for extensive computational work, thereby im-

proving energy efficiency. In assessing energy effi-

ciency, it is crucial to consider not only the consensus 

mechanism but also the underlying infrastructure, 

including hardware specifications, network protocols, 

and system optimizations. Furthermore, the energy 

efficiency of a blockchain network can be influenced 

by factors such as transaction volume, block size, and 

the efficiency of participating nodes (Bada et al., 

2021). 

6.4.3 Computational complexity cryptographic 

algorithms in blockchain 

Cryptographic algorithms play a crucial role in 

ensuring the security and integrity of blockchain 

systems in IoT. Evaluating their computational com-

plexity and energy efficiency is essential for under-

standing their feasibility and impact on re-

source-constrained IoT devices. 

Hash functions are widely used in blockchain to 

ensure data integrity and create unique identifiers for 

transactions and blocks. Commonly used hash func-

tions, such as SHA-256, have a computational com-

plexity of O(1) for generating a hash value. The 

complexity remains constant regardless of the input 

size. 

Asymmetric key algorithms, like RSA or elliptic 

curve cryptography (ECC), are used for digital sig-

natures, key exchange, and encryption. The compu-

tational complexity of these algorithms is typically 

expressed as O(n3) or O(n2), where n represents the 

size of the key. The complexity arises from mathe-

matical operations like modular exponentiation or 

point multiplication. 

Symmetric key algorithms, such as AES, are 

used for encrypting data within blockchain systems. 

The computational complexity of symmetric key 

encryption and decryption is generally expressed as 

O(1), because the operations are highly optimized and 

require a constant number of operations regardless of 

the input size. 

6.4.4 Energy efficiency of cryptographic algo-

rithms in blockchain 

When considering energy efficiency, it is im-

portant to note that computational complexity alone 

does not directly translate into energy consumption. 

Factors such as the key size, hardware implementa-

tion, efficiency of the cryptographic library, and de-

vice-specific optimizations play significant roles in 

determining energy efficiency (Vračar et al., 2019). In 

terms of energy efficiency, symmetric key algorithms 

tend to be more efficient compared to asymmetric key 

algorithms. Symmetric key operations require fewer 

computations and have lower energy requirements. 

To improve energy efficiency in IoT devices, light-

weight cryptographic algorithms have been devel-

oped, such as Lightweight Cryptography (LWC) al-

gorithms. These algorithms are specifically designed 

to minimize computational complexity and energy 

consumption, making them suitable for re-

source-constrained IoT devices (Nyangaresi et al., 

2022). By understanding these trade-offs, researchers, 

practitioners, and system designers can make in-

formed decisions when selecting the most suitable 

blockchain method for IoT applications, considering 

the computational constraints and efficiency re-

quirements of their specific use cases. 

 

 

7  Ethical and social issues of B-IoT 

7.1  Privacy and data protection 

The integration of IoT and blockchain has 

brought significant benefits in terms of security and 

data integrity. However, this integration also raises 

privacy and data protection concerns that need to be 

addressed. Some of the key privacy and data protec-

tion issues in B-IoT include the following: 

• Pseudonymity: In blockchain-based systems, 

users are identified by their public keys, which are not 

linked to their real identities. Although this provides a 

degree of anonymity, it also makes it difficult to en-

force privacy regulations such as GDPR, which re-

quire that individuals have the right to know what 

data is being collected about them (Conoscenti et al., 

2016). 

• Data Leakage: The decentralization of data 

unedited



Damaševičius et al. / Front Inform Technol Electron Eng   in press 20 

storage in blockchain-based systems can lead to data 

leakage. For example, in a permissionless blockchain, 

any node can access and download the entire block-

chain. This can lead to the exposure of sensitive data, 

such as personal information (M et al., 2022). 

• Data Ownership: In B-IoT systems, multiple 

parties may have access to the same data. This can 

lead to issues around data ownership and control. It is 

important to establish clear guidelines around data 

ownership, access, and control to ensure that data is 

not misused (Bigini et al., 2020). 

• Interoperability: B-IoT systems often involve 

multiple devices and platforms, which can lead to 

interoperability issues. For example, data from one 

IoT device may need to be combined with data from 

another device to provide a complete picture. Ensur-

ing that data can be easily shared and combined 

across different devices and platforms while main-

taining privacy is a significant challenge (Abdelma-

boud et al., 2022). 

• Data Breaches: B-IoT systems are vulnerable 

to data breaches, which can result in the exposure of 

sensitive data. It is important to implement robust 

security measures to prevent unauthorized access to 

data (Rahmani et al., 2022). 

To address these privacy and data protection is-

sues, B-IoT systems need to incorporate priva-

cy-enhancing technologies, such as encryption and 

data obfuscation. Additionally, clear guidelines con-

cerning data ownership and access need to be estab-

lished, and security measures need to be implemented 

to prevent data breaches. Finally, B-IoT systems 

should be designed with privacy and data protection 

in mind from the outset, rather than being retrofitted 

with privacy features after deployment. 

7.2 Ownership and control of data 

In the context of B-IoT, ownership and control of 

data refer to the rights and control that various entities 

have over the data generated by IoT devices. As IoT 

devices continue to proliferate, the amount of data 

they generate will increase exponentially. This data 

can be valuable to a wide range of stakeholders, in-

cluding businesses, governments, and individuals. 

One of the primary concerns with B-IoT is that the 

ownership and control of data may not be clear. In 

many cases, the devices generating the data may be 

owned by individuals or businesses, while the data 

itself may be collected and stored by third-party pro-

viders. This can create ambiguity concerning who has 

the right to access and use the data, as well as who is 

responsible for protecting it. One potential solution to 

this issue is the use of blockchain technology. By 

using a decentralized ledger, data can be securely 

stored and tracked, ensuring that only authorized 

parties have access to it. Additionally, smart contracts 

can be used to specify the terms of data access and 

usage, providing clear rules and transparency around 

ownership and control. However, there are still sig-

nificant challenges to overcome in terms of estab-

lishing clear ownership and control of data in B-IoT 

systems. These include technical challenges related to 

data standardization, as well as legal and regulatory 

challenges related to data privacy and intellectual 

property rights. As B-IoT continues to develop and 

mature, addressing these challenges will be critical to 

ensuring that data is used in a way that benefits all 

stakeholders. 

7.3 Trust and transparency 

Trust and transparency are important issues in 

any system that involves the sharing of data between 

different entities. In the context of B-IoT, trust refers 

to the confidence that each entity has in the other 

entities in the system, and transparency refers to the 

ability to verify the actions of each entity and the data 

that they are sharing. One of the main challenges in 

B-IoT is establishing trust between different entities 

in the system (Wenhua et al., 2023). This is especially 

true when the entities are not known to each other, 

such as when a device from one company connects to 

a network owned by another company. To establish 

trust, it is important to have a clear set of rules and 

procedures for sharing data, and to have mechanisms 

in place to ensure that these rules are followed 

(Rahmani et al., 2022). This could include the use of 

smart contracts or other blockchain-based technolo-

gies to enforce rules for the sharing of data and ensure 

that all parties are acting in good faith. Transparency 

is also an important issue in B-IoT, because it is im-

portant to be able to verify the actions of each entity in 

the system (Zaman et al., 2022). This includes the 

ability to verify that the data being shared is accurate 

and that it has not been tampered with, and the ability 

to track the movement of data between different en-

tities in the system. Blockchain-based technologies 
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can be used to provide a transparent and tamper-proof 

record of all data transactions in the system, making it 

easier to verify the actions of each entity and ensure 

that the data is being shared in a secure and trust-

worthy manner. As a result, trust and transparency are 

critical issues in B-IoT, and will play a key role in the 

success of any system that involves the sharing of 

data between different entities. By using block-

chain-based technologies and other security measures, 

it is possible to establish trust and transparency in 

B-IoT, and to ensure that the system is secure, trust-

worthy, and effective. 

7.4  Governance and regulation 

The governance and regulation of B-IoT is a 

complex issue, because it involves many stakeholders, 

including governments, private organizations, and 

individuals. One of the main challenges is developing 

a regulatory framework that protects the rights and 

interests of all parties while fostering innovation and 

growth in the sector. Governments play a critical role 

in regulating B-IoT, because they are responsible for 

creating and enforcing laws and regulations that pro-

tect public safety and data security such as General 

Data Protection Regulation (GDPR) (Haque et al., 

2021), and promote economic growth. However, the 

lack of global standards for B-IoT creates challenges 

for governments, because regulations that work in one 

country may not be suitable in another. Additionally, 

the rapidly evolving nature of B-IoT means that reg-

ulations must be agile and adaptable to keep up with 

technological developments. Another challenge in 

governance and regulation of B-IoT is the issue of 

data ownership and control. Because B-IoT devices 

generate massive amounts of data, the question of 

who owns and controls that data becomes paramount. 

Governments must balance the rights of individuals to 

control their personal data with the economic benefits 

of sharing that data for research and development 

purposes. Finally, there is the issue of cybersecurity in 

B-IoT. The interconnected nature of B-IoT devices 

means that a single security breach can have 

far-reaching consequences. Governments must de-

velop regulations that require B-IoT manufacturers to 

prioritize cybersecurity in the design and develop-

ment of their devices. In conclusion, governance and 

regulation of B-IoT is a complex issue that requires a 

collaborative effort between governments, private 

organizations, and individuals. A regulatory frame-

work that protects the rights and interests of all parties 

while fostering innovation and growth in the sector is 

essential for the continued development and success 

of B-IoT. 

 

 

8  Limitations and future research directions 

8.1 Limitations 

This study relies on theoretical frameworks, 

simulations, or limited experimental data, which may 

not fully capture the complexities and nuances of 

real-world implementations. Thus, it is crucial to 

validate the findings and proposed solutions through 

extensive empirical studies, field trials, and re-

al-world deployments. 

Additionally, the rapid evolution of both block-

chain and IoT technologies means that the landscape 

is constantly changing. New advancements, protocols, 

and standards may emerge that can impact the find-

ings and recommendations of this study. Continuous 

monitoring and adaptation to emerging trends and 

technologies are necessary to ensure the relevance 

and applicability of the research outcomes. 

Furthermore, the study may be influenced by 

certain assumptions and constraints specific to the 

chosen research methodology or context. These lim-

itations should be carefully considered when inter-

preting the results and applying the findings to dif-

ferent scenarios or domains. 

Finally, the research may not provide an ex-

haustive evaluation of the economic, social, and eth-

ical implications of implementing blockchain in IoT 

systems. Future studies should explore the broader 

implications and potential challenges related to gov-

ernance, legal frameworks, data privacy, and the so-

cio-economic impact of blockchain-based IoT solu-

tions. 

Acknowledging and addressing these limitations 

will contribute to the advancement of knowledge and 

guide future research in the field of blockchain-based 

IoT, leading to more robust and comprehensive solu-

tions for the challenges faced in practice. 

8.2 Future research directions 

As blockchain technology continues to evolve 

and the Internet of Things (IoT) expands its reach, 
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there are several promising research directions that 

can further enhance the integration and application of 

blockchain in IoT systems. These future research 

directions aim to address the existing challenges and 

explore new opportunities for leveraging blockchain 

to improve the security, scalability, and efficiency of 

IoT networks. 

(1) Scalability Solutions: One of the primary 

challenges in implementing blockchain in IoT is the 

scalability issue. Future research should focus on 

developing novel consensus algorithms, sharding 

techniques, and off-chain solutions to improve the 

scalability of blockchain in IoT systems. This in-

cludes exploring methods to reduce the computational 

and storage requirements, enabling efficient pro-

cessing of a large number of IoT transactions, and 

ensuring timely and reliable data processing. Tech-

nological developments such as serverless computing 

(Gill, 2021) can also be explored to optimize resource 

allocation and improve scalability in block-

chain-based IoT networks. 

(2) Privacy and Data Protection: Because IoT 

devices generate and exchange vast amounts of sen-

sitive data, privacy and data protection become criti-

cal concerns. Future research should explore priva-

cy-enhancing techniques such as zero-knowledge 

proofs, secure multi-party computation, and homo-

morphic encryption to ensure the confidentiality and 

integrity of IoT data stored on the blockchain. Addi-

tionally, developing efficient and privacy-preserving 

identity management systems for IoT devices can 

further enhance data protection. 

(3) Interoperability and Standardization: 

Achieving seamless interoperability among different 

IoT devices and blockchain networks is crucial for 

widespread adoption. Future research should focus on 

developing standards and protocols that enable in-

teroperability among different blockchain platforms 

and IoT devices. This includes the development of 

cross-chain communication protocols, standardized 

data formats, and interoperable smart contract 

frameworks. Technological advancements like serv-

erless computing can also contribute to improving 

interoperability by enabling dynamic and flexible 

integration of IoT devices and blockchain networks 

(Gill, 2021). 

(4) Energy Efficiency: IoT devices are often 

resource-constrained and operate on limited energy 

sources. Future research should explore ener-

gy-efficient consensus algorithms, optimization 

techniques, and resource allocation strategies to 

minimize the energy consumption of block-

chain-based IoT systems. This includes investigating 

the use of low-power consensus mechanisms, dy-

namic energy management approaches, and energy 

harvesting technologies. Incorporating serverless 

computing can also enhance energy efficiency by 

leveraging on-demand resource allocation and scaling 

capabilities (Gill, 2021). 

(5) Trust and Governance: Blockchain intro-

duces decentralized trust models, but challenges re-

main in ensuring trustworthiness and governance in 

IoT ecosystems. Future research should explore 

mechanisms for establishing trust among IoT devices 

and stakeholders, and developing decentralized gov-

ernance models for decision-making and conflict 

resolution within blockchain-based IoT networks. 

(6) Integration with Artificial Intelligence and 

Machine Learning: The integration of blockchain 

with AI and ML techniques presents new opportuni-

ties for IoT applications (Golec et al., 2022). Future 

research should explore the use of AI and ML algo-

rithms for data analytics, anomaly detection, and 

predictive maintenance in blockchain-enabled IoT 

systems. Additionally, investigating the integration of 

AI-based smart contracts and autonomous agents can 

further enhance the automation and efficiency of IoT 

transactions. 

(7) Real-World Deployment and Case Studies: 

Although blockchain technology has shown promise 

in IoT, real-world deployment and case studies are 

still limited. Future research should focus on con-

ducting large-scale experiments, pilot projects, and 

field trials to validate the effectiveness and practical-

ity of blockchain-based IoT solutions. This includes 

evaluating the performance, scalability, security, and 

usability of blockchain in diverse IoT use cases such 

as smart cities, healthcare, supply chain management, 

and energy systems. Technological developments like 

serverless computing can play a role in facilitating the 

practical deployment and implementation of block-

chain-based IoT solutions (Gill, 2021). 

In conclusion, future research in blockchain for 

IoT should aim to address the scalability, privacy, 

interoperability, energy efficiency, trust, integration 

with AI, and real-world deployment challenges. By 
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exploring these research directions, we can unlock the 

full potential of blockchain technology in revolu-

tionizing the IoT landscape and enabling secure and 

efficient decentralized IoT applications. 

 

 

9  Conclusions 

 

This article discusses the integration of block-

chain and IoT (B-IoT) as a solution to address the 

security and privacy concerns in IoT systems. It de-

scribes the concept and emergence of blockchain, 

mathematical models, and countermeasures for B-IoT 

security. The article also highlights the multi-layered 

architecture of B-IoT, along with smart contracts, 

decentralized control, immutable data storage, iden-

tity and access management, and consensus mecha-

nisms as blockchain-based security solutions. It co-

vers scalability issues, security vulnerabilities, con-

vergence challenges, privacy and data protection 

issues, ownership and control of data issues, trust and 

transparency issues, and governance and regulation 

issues in B-IoT. Furthermore, the article explores the 

applications of B-IoT in various fields, such as smart 

cities and transportation, energy and utilities, 

healthcare and assisted living, and supply chain 

management. Finally, the article provides several 

examples of B-IoT systems specified using UML, 

including a traffic management system, smart grid 

management system, remote patient monitoring sys-

tem, and inventory management system. 

The integration of blockchain and IoT offers 

immense potential for enhancing security and privacy 

in various domains, including smart cities, healthcare, 

and supply chain management. However, there are 

several challenges and future research directions that 

need to be addressed to fully realize the potential of 

B-IoT. One of the key challenges is scalability, be-

cause the current blockchain technology may not be 

able to handle the vast amounts of data generated by 

IoT devices. Additionally, there is a need for more 

efficient consensus mechanisms to reduce the com-

putational overhead and increase the speed of trans-

actions on the blockchain. Another challenge is the 

lack of standardization and interoperability among 

different blockchain platforms and IoT devices. This 

can create compatibility issues and hinder the seam-

less integration of B-IoT solutions. Moreover, there 

are several legal, regulatory, and ethical challenges 

associated with B-IoT, including data ownership, 

control, and privacy. The governance and regulation 

of B-IoT systems need to be carefully designed to 

ensure transparency, accountability, and user consent. 

Future research directions include exploring new 

consensus mechanisms, developing lightweight 

blockchain solutions optimized for IoT devices, and 

designing secure and privacy-preserving smart con-

tracts. Moreover, the development of standards and 

protocols for B-IoT systems can enhance interopera-

bility and facilitate the adoption of these solutions in 

various domains. Overall, B-IoT is a rapidly evolving 

field with enormous potential for enhancing security, 

privacy, and efficiency in various domains. Address-

ing the challenges and pursuing future research di-

rections can enable the development of robust, secure, 

and scalable B-IoT solutions. 
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